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1. Introduction & General Terms
BBC Pension Trust Limited is the sole Trustee of the BBC Pension Scheme (the Scheme). When
we refer to “we” or “our” we are referring to BBC Pension Trust Limited. We are committed
to protecting your personal information and the personal information it processes about your
dependants. This Privacy Notice explains how we’ll use the personal data we hold about you and
your dependants, which may be collected directly by us or through third parties such as your
employer.
We collect personal data about you and your dependants via the following:
•
•
•

data sent from the BBC’s HR and payroll departments;
data from third parties, e.g. HM Revenue & Customs will tell us your tax code when we start
paying your pension; and
information you provide to us by telephone, email, the myPension Online service, in letters and
other correspondence and in person.

This Privacy Notice explains the following:
•
•
•
•
•
•
•

what information we collect about you and your dependants;
how we use this information;
when we use your details to contact you;
whether we disclose your details to anyone else;
your choices regarding the personal information you provide to us;
the use of cookies on the Scheme’s websites; and
your rights in respect of personal data we hold.
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We are legally obliged to use your information in line with all applicable laws concerning the
protection of personal information; including the Data Protection Act 2018 (the DPA) and the
General Data Protection Regulation (the GDPR) from May 2018. These laws are referred to
collectively in this Privacy and Cookies Policy as the “data protection laws”.
Our website may contain links to websites owned and operated by third parties. These third
party websites have their own privacy policies (sometimes called Fair Processing Notices), and
may use cookies, and we therefore urge you to review them. They will govern the use of personal
information you submit when visiting these websites, which may also be collected by cookies. We
do not accept any responsibility or liability for the privacy practices of such third party websites and
your use of such websites is at your own risk.
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2. Who we are
The Scheme is one of the biggest occupational pension schemes in the UK, providing benefits for
over 50,000 people. It is closed to new joiners.
For the purposes of the data protection laws the data controller is BBC Pension Trust Ltd.
Our board, commonly referred to as “the Trustees”, consists of eleven directors:
•
•
•
•

four appointed by the BBC
three elected by active and deferred members who continue to work for the BBC (or another
participating employer);
one elected by the pensioners; and
three appointed by the other Trustees with the agreement of the BBC Board.

We are responsible for stewardship of the Scheme’s assets. Our main objective is to ensure that all
beneficiaries receive the benefits to which they are entitled under the Rules of the Scheme.
As a result, we need to collect information about you and your dependants so we can pay the
benefits due under the Scheme.
We administer the Scheme and pay benefits in accordance with the Trust Deed and Rules. You can
get a copy from the documents page of our website bbc.co.uk/mypension.
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We have a dedicated in-house team at the Pension and Benefits Centre who administer the Scheme
and are available to help on everything to do with the Scheme. You can contact the pension service
line with any questions about your benefits from the Scheme (see section 16 - How to contact us).

Our online services
We operate two online services:
•
•
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The member self-service portal, myPension Online, which we manage; and
Our website, bbc.co.uk/mypension, which is managed by the BBC although we are
responsible for the content. To find out more about the BBC and how it will use data it
collects when you use the bbc.co.uk/mypension website, e.g. your device’s IP address, please
see the BBC’s Privacy and Cookies Policy available on its website bbc.co.uk.

3. Our principles
•
•
•
•
•
•
•
•
•
•

We will only collect and use your information where we have lawful grounds and legitimate
business reasons to do so.
We will be transparent in our dealings with you and tell you how we collect and use your
information.
If we collect your information for a particular purpose we will only use it for that purpose,
unless you’ve been otherwise informed and given your permission where relevant.
We won’t ask for more information than we need for the purposes for which we’re collecting
it.
We will update our records when you tell us that your details have changed.
We will periodically review your personal information to ensure we don’t keep it for longer
than is necessary.
We will ensure that your information is securely disposed of at the end of the appropriate
retention period.
We will observe your rights under applicable privacy and data protection laws and will ensure
that queries relating to privacy issues are dealt with promptly and transparently.
We will train our staff on their privacy obligations.
We will ensure we have appropriate physical and technological security measures to protect
your information regardless of where it’s held.
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4. Information we collect about you and your dependants
When you access or sign up to myPension Online or telephone, email or write to the Service Line,
provide feedback on our website or our services, or report a problem with our website we may
receive personal information about you or your dependants. This can consist of information such
as name, email address, postal address, telephone or mobile number, gender, date of birth, financial
information, retirement information, information about your other pension arrangements or third
parties, e.g. your financial adviser, the nature of the relationship between you and your dependants
and bank details.
If you are a member we may receive personal data about you from your employer. This can
consist of your name, national insurance number, date of birth, home address, gender, financial
data (e.g. salary and pension contributions including Additional Voluntary Contributions (AVCs)),
your employment contract history (i.e. your contract type and start and end date), details of your
working hours and any absences such as maternity or paternity leave, sickness absence, etc.
We may also receive information about you from third parties acting on your behalf, for example
your financial adviser or your personal pension provider.
We also work closely with a number of third parties, including service providers (e.g. address
tracing agency), analytics providers, software providers, and regulatory authorities or government
departments, and may receive information about you from them.
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We collect information about how you use myPension Online and the device(s) you use to access
the service. This includes collecting unique online identifiers such as IP addresses, which are
numbers that can uniquely identify a specific computer or other network device on the internet.
For more information, please see section 13, on our use of cookies and similar technologies, and
section 14, on information we collect when you use myPension Online on your mobile device.
Please note that sometimes we will ask you to provide additional personal information (e.g. your
email address which is required in order for you to register for myPension Online), and sometimes
sensitive personal information (e.g. if you’re nominating a dependant to receive benefits in the
event of your death which indirectly may tell us about your sexual orientation, or applying for your
pension to be paid on the grounds of ill-health when we will need information about your health).
Further legal grounds apply before we can process sensitive personal information, including
you giving your explicit consent (unless an exemption applies). When we collect such personal
information we will provide further details about why we are collecting your information and how
we will use it.
You have the right to withdraw any consent you have given for us to hold and process additional or
sensitive personal data, which you can do by contacting the pension service line (see section 16 How to contact us). If you do, our ability to administer your benefits may be restricted which could
mean the benefits payable to you or your dependants are affected. We will explain this to you at
the time.
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5. How we use the information we collect about you
We use your personal information for the following purposes:
•
•
•
•

•
•
•
•
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to administer the Scheme, in line with our obligations under the Trust Deed and Rules, to
ensure you receive the benefits you and your dependants are entitled to;
to monitor and improve our service offering to you, for example to help us understand how
members are using the myPension Online service;
when we undertake activities from time to time to help us manage the liabilities of the
Scheme. Such activities may require (where relevant) disclosures to insurers, advisors and/or
administrators in relation to these activities;
for “service administration purposes”, which means that we may contact you for reasons
related to the service, activity or online content you have accessed or provided (e.g. to
provide you with password reminders, to notify you that a particular service, activity or online
content has been suspended for maintenance, to notify you of updates to our Privacy Notice
or Terms of Use, to let you know if your myPension Online account has become dormant and
to ask if you would like to use it again before we close it);
to provide you with information that you have consented to receive;
to monitor the traffic on our website, e.g. to identify the location of users, to block disruptive
use, to establish the number of visits from different countries;
to provide a more relevant, tailored service. For instance, when you are able to claim payment
of your pension we could provide you with a facility to arrange for your pension to start; and
to disclose information in aggregate (so that no individuals are identified) for strategic
development purposes.

Where the Scheme proposes using your personal information for any other uses we will ensure that
we notify you first. Please see section 15 below for details.

6. Your myPension Online Account
If you have registered for myPension Online this will allow you to login and see details of your
benefits and allow you to make certain changes to the way your pension is managed. This service is
managed by us and is not linked to any BBC account you may have, e.g. to use BBC iPlayer.
No website can be completely secure; if you have any concerns that your myPension Online account
could have been compromised e.g. because someone may have discovered your password, please
contact the pension service line straight away (see section 16 - How to contact us).

7. When we will contact you
The Scheme will contact you to tell you about your benefits, for example as you approach normal
pension age or when you are about to leave employment. In addition we may contact you:
•

•
•

in relation to any service, activity or online content you have signed up for in order to ensure
that the Scheme can deliver the services to you, e.g. to verify your email when you sign up for
a myPension Online account, or to help you reset your password or to check if you still want
to use the service (if your account is dormant);
in relation to any correspondence we receive from you or any other communication you have
submitted to the Scheme, e.g. via email, text or voicemail message to the pension service line;
in relation to any personalised services you are using;
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•
•
•
•

to tell you about any options available to you under the Scheme, e.g. paying AVCs;
to offer you the opportunity to attend seminars that we may provide to help you understand
your pension benefits;
to invite you to register for myPension Online; and
to update you on any material changes to the Scheme’s policies, services and practices.

We will never contact you to ask for your myPension Online account password, or other login
information. Please be cautious if you receive any emails or calls from people asking for this
information and claiming to be from the Scheme. There has been a marked increase in the number
of pension scams recently so please be extra vigilant. If you are in any doubt please contact us
using the details in section 16 - How to contact us.
We may personalise the message content based upon any information you have provided to us and
your use of Scheme platforms.

8. Contacting you for other purposes
We may send you emails or letters or contact you on Scheme platforms to inform you about
additional services provided by the BBC or selected third parties that we think you may be
interested in, including but not limited to:
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•
•
•
•
•
•
•

Independent financial advice funded by the BBC
Volunteer Visiting Scheme
Benevolent Fund
Grace Wyndham Goldie Trust Fund
BBC Pensioners’ Association
Personal Accident Insurance for pensioners
Membership of the BBC Club in London

You can find out more about these services on our website bbc.co.uk/mypension.
We may also invite you to give feedback on the Scheme’s services (participation is always
voluntary) to help us improve our service to you.
We may personalise the message content based upon any information you have provided to us and
your use of Scheme platforms.
If you would prefer that we did not contact you about these services and/or ask you for feedback on
our services please contact the pension service line (see section 16 - How to contact us). You can
change your mind at any time.

9. Who we share your personal information with
Personal data that we collect about you and your dependants is used by us within the Scheme.
Where you have authorised us to do so, we will share information about you with third parties
such as your financial adviser. Sometimes we use third parties to process your information on our
behalf, for example to provide services or analysis. We require these third parties to comply strictly
with our instructions and we require that they do not use your personal information for their own
business purposes, unless you have explicitly consented to the use of your personal information in
this way.
In other cases we may share your personal information with third parties who act as separate data
controllers in respect of that information. Where this happens and before sharing any of your
personal information, we will seek contractual agreement with the third party that it will not use
your personal information for other purposes and that it will process your personal information
in accordance with the relevant data protection rules including not retaining it for longer than
necessary.
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An example of this is where we share data with insurers providing policies to insure the Scheme
against certain events. This includes Zurich Assurance Ltd and The Canada Life Assurance Company
who process personal data (postcode, date of birth, gender, marital status, indicator of ill-health
early retirement, accrued pension benefits and spouse/civil partner information) of members in
receipt of a pension in order to provide insurance against increased longevity. More information
about how they process personal data and your rights in respect of that processing can be found
at zurich.co.uk/en/services/privacy/fair-processing-notice#longevity and canadalifere.com/dataprivacy-notice.html.
We may share your personal information with your employer, for example, to verify your
employment details including your pensionable salary and pension contributions. Please see
section 4 above for more details. We also share information with the employers so they can
understand, monitor and evaluate their liabilities to the Scheme.
We will share your information with any third party to whom we may need to disclose personal
information in order to comply with our legal, regulatory and statutory obligations. This may be
as part of a legal process, e.g. in response to a court order or law enforcement agency’s request
or to investigate, prevent, or take action regarding illegal activities, suspected fraud, or situations
involving potential threats to the physical safety, property or rights of any person.
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As the Trustees need help from various advisers to properly administer the Scheme, we share
personal data with the Scheme’s professional advisers, including, but not limited to, the Scheme
actuary, auditor, medical advisers, investment adviser, investment providers and lawyers. Where any
such adviser processes data outside the UK and the European Economic Area we ensure that they
confirm contractually that appropriate safeguards are put in place to ensure that personal data is
kept secure.

The Scheme Actuary is an employee of Willis Towers Watson. The Scheme Actuary and Willis
Towers Watson act as data controllers when they provide actuarial services to the Scheme. Willis
Towers Watson’s privacy notice is available on their website, willistowerswatson.com.
We will share with our banking providers the personal data about you that they require in order to
pay your pension and/or any lump sum into your bank account. Depending on the circumstances,
this may be by BACS (the Bankers’ Automated Clearing Service) or CHAPS (the Clearing House
Automated Payment System) in the UK or via our overseas banking providers for payments to an
overseas bank account. Our banking providers will never contact you directly.

10. How long we keep your personal information
We will retain and process your personal information for the longer of
a) The period required to comply with our legal or regulatory obligations,
b) The period envisaged within our Data Retention Policy.
We determine the period envisaged within the Data Retention Policy with regard to the Scheme’s
operational and legal requirements, such as facilitating the payment of benefits to you or your
beneficiaries, calculating and managing the liabilities of the Scheme, resolving disputes and
enforcing our agreements.
Even after you are no longer entitled to any benefits, e.g. because you have transferred your
benefits to another pension arrangement, we will retain information about you for a reasonable
period, e.g. to provide evidence that you are no longer entitled to any benefits from the Scheme.
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If you have not used your myPension Online account in the last year then your account may be
classed as dormant or may be closed in line with this Privacy Notice. We will send you an email
before this happens so please check your inbox regularly to see if we have sent you any emails
about this.

11. Finding out what personal information we hold about you, correcting or deleting
your data
Under the data protection laws you have the right to request a copy of the personal information the
Scheme holds about you and to have any inaccuracies corrected. Normally this is free of charge but
we may charge a reasonable fee or refuse a request if it is unfounded, excessive or is for information
that has already been provided. You may need to prove your identity by providing copies of two
pieces of approved identification (at least one of which must contain your current address), which
can be:
•
•
•
•
•
•
•

Passport
Driving licence
Birth certificate
Utility bill (from last 3 months)
Current vehicle registration document
Bank statement (from last 3 months)
Rent book (from last 3 months).

If you believe any of the data that we hold about you is incorrect please let us know as soon
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as possible. Please include your reference number, staff number or pension number in any
correspondence.
To find out what personal information we hold about you or if you believe any of the data that we
hold about you is incorrect please contact the pension service line (see section 16 - How to contact
us).
You can always close your myPension Online account by contacting the pension service line (see
section 16 - How to contact us). Closing your myPension Online account will not erase personal
information that we are holding. If you close your myPension Online account then you will be
unable to access any information about your Scheme benefits online and you will need to contact us
if you have any questions about your benefits.
Depending on the circumstances, you may also have the right to request erasure of personal
information we hold about you, request a restriction of processing of such information, object to the
processing of such information and/or request a copy of such information in a portable format.
We will not be able to delete all your personal data even if you transfer your benefits to another
pension arrangement as we need to keep a record as evidence that we have discharged the liability.
To find out more please contact the pension service line (see section 16 - How to contact us).
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12. Accessing our websites outside the UK
We publish our website and myPension Online service in the UK. All personal information submitted
by users outside the UK will be processed in accordance with this Privacy Notice.

13. Web browser
Cookies
A cookie is a small amount of data, which often includes a unique identifier that is sent to your
computer, tablet or mobile phone (all referred to here as a “device”) web browser from a website’s
computer and is stored on your device’s hard drive. Each website can send its own cookie to your
web browser if your browser’s preferences allow it. Many websites do this whenever a user visits
their website in order to track online traffic flows. Similar technologies are also often used within
emails to understand whether the email has been read or if any links have been clicked.
myPension Online does not use cookies. Our website bbc.co.uk/mypension is part of the BBC’s
website and whilst we do not use cookies the BBC may do. Please refer to the BBC’s Privacy and
Cookies Policy for details of the BBC’s cookie policy.

Other information collected from web browsers
Your web browser may also provide us with information about your device, such as an IP address
and details about the browser that you are using. We use information provided by your browser to
understand the webpage that directed you to myPension Online.
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14. Devices
Your web browser or device may also provide us with information about your device, such as a
device identifier or IP address. Device identifiers may be collected automatically, such as the device
ID, IP address, MAC address, IMEI number and app ID (a unique identifier relating to the particular
copy of the app you are running).
If you have any concerns about the information which might be accessed from or stored on your
device by the Scheme, you may wish to only access Scheme content through a web browser and
review your web browser settings.

15. Changes to our Privacy Notice
This Privacy Notice may be updated from time to time so you may wish to check it each time you
send us personal information. The date of the most recent revisions will appear on the last page of
the Privacy Notice. If you do not agree to these changes, please do not continue to use myPension
Online to send us personal information. You can also close your myPension Online account at any
time – please see section 11 for details.
If material changes are made to this Privacy Notice, for instance affecting how we would like to use
your personal information, we will provide a more prominent notice (including, for certain services,
email notification of Privacy Notice changes).
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16. How to contact us
If you have any questions or comments about this Privacy Notice, or concerns about the way we
handle your personal data please contact us via myPension Online or email myPension@bbc.co.uk.
You can also call us on 029 2032 2811 or write to us at: BBC Pension and Benefits Centre,
3 Central Square, Cardiff, CF10 1FT.
You can find out more about your rights regarding your personal information or raise a concern
by contacting the Information Commissioner’s Office (ICO) at ico.org.uk. Their helpline number is:
0303 123 1113.
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