
 
© British Broadcasting Corporation 2007 

 

Keep your English  
up to date 3 
 
Teacher’s pack 
Lesson plan and student worksheets with answers 

 
 
Phishing 
 
    
 
 



BBC Learning English – Keep your English up to date 
Lesson Plan: Teacher's notes 
Phishing 

 
 

© BBC Learning English 
 

bbclearningenglish.com 

 
 

 

 
CONTENTS 

 
 

1. Level, topic, language, aims, materials 

2. Lesson stages 

3. Answers 

4. Audio script 

5.        Student worksheets 1, 2, 3 

 
 
Level:     Intermediate and above 

Topic:     Computer crime 

Aims:     Listening skills – A short talk 

         Language – ‘Phishing’ and other homophones 

 
Materials:  Worksheet 1       –  Introductory speaking and vocabulary exercises,  

Listening section 1 

         Worksheet 2       –  Listening section 2 

         Worksheet 3       –  Extra work: Vocabulary, language and discussion 

         Audio script        –  Available in teacher’s notes 

         Recording of the talk  –  Available online at bbclearningenglish.com 

 

 
This plan was downloaded from: 
 
bbclearningenglish.com/radio/specials/1130_uptodate2/page2.shtml 
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LESSON STAGES 

 
 
A 
Explain to the students that they are going to listen to a talk by Professor David Crystal, an 
expert on the English language, and that the talk is about the way English is changing. This 
particular talk is about the word ‘phishing’. 
 
B 
Hand out Student Worksheet 1. Students do Speaking, Exercise 1 in small groups or 
pairs.  
 
C 
Students do Vocabulary, Exercise 2 - without dictionaries at first. 
Practise the pronunciation of the vocabulary, as they will hear it in the talk. 
 
D 
Students read Listening: Section 1, Exercise 3 and then listen to Section 1 of the talk. 
They answer questions ‘a’ and ‘b’. 
 
 Students listen again and do Listening: Section 1, Exercise 4. 
 
E 
Hand out Student Worksheet 2. 
Students read Listening: Section 2, Exercise 5 and then listen to Section 2 of the talk. 
They answer questions ‘a’ and ‘b’. 
 
F 
Students try to answer Listening: Section 2, Exercise 6. They listen again to Section 2 to 
check/complete their answers. 
 
G 
If you wish to do some extra work with the class, hand out Student Worksheet 3. 
 
For the vocabulary exercise, give the students copies of the audio script and play the 
complete talk as they read. 
 
The language work focuses on other homophones. 
 
The final discussion uses some of the language from the lesson, in the context of the 
Internet. 
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AUDIO SCRIPTS 

 
 
 
Listening Section 1 
 
 
Phishing. Now, you really have to listen to the spelling of this one. P-H-I-S-H-I-N-G. Not, 

F-I-S-H-I-N-G. Can be very confusing to hear this word in speech, therefore, you know, 

‘he’s fishing’ – what does it mean? No problem in writing, of course. It’s the spelling. 

When somebody is phishing in an Internet context, what they’re doing is they’re creating a 

replica of a webpage, usually a page belonging to a major company, and the idea is to fool 

somebody into passing on sensitive data to the person who’s doing the phishing – in other 

words, your password or your personal details. So it’s really a very dangerous notion this, 

and people are very concerned about it on the Internet at the moment.  

 

Etymologically, it’s easy. It derives from the traditional word ‘fishing’ and the idea is that 

the perpetrators are angling for information. So it’s very clever word play. And the fact 

that it is clever in that way, of course, shouldn’t hide the fact that it’s also a crime.  

 

Listening Section 2 

 

Well, it’s one of several words that are being used at the moment to identify different types 

of activity on the Internet that people think are a bit dubious, like ‘hacking’ for instance, 

‘to hack’ - to gain unauthorised access to a computer site or a file. And, as often with these 

words, they develop a more general meaning outside of the Internet. I’ve heard ‘hack’ now 

being used in a general sense meaning ‘to solve’ or ‘to work something out’ – you know, 

‘I’ve hacked it’ means ‘I’ve found a solution to the problem’ - not necessarily, anything to 

do with computing at all.  

 

Actually, I haven’t heard ‘phishing’ in general use yet. Probably, it won’t come into 

general use because of its ambiguity. If I say ‘I’m phishing’, or ‘I think you’re phishing’ – 

I’m sure you’d think I was down by a river, rather than sitting by a computer!
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ANSWER KEY 

 
 
SPEAKING 

 

Net users told to get safe online                   27 October 2005 

This story is about ways to avoid Internet crime and Internet viruses. 

 

FBI warns of new computer virus                  27 May 2000 

This story is about computer programmes that destroy the files on other computers. These 

programs are spread, like an illness, over the Internet. 

 

Computer crime laws need updating                30 June 2004 

This story is about the need to have special laws that can cope with the new crimes that are 

appearing on the Internet. Computer crime changes all the time, and so laws need to be 

changed as well. 

 

‘ID theft risk’ on bank websites                   23 October 2006 

This story is about how criminals steal personal information and then use it to commit 

financial crimes. These criminals often get this information from bank computers. 

 

More than 95% of e-mail is 'junk'                   27 July 2007 

This story is about unwanted emails that are often created by criminals and that are sent to 

millions of people. Some people receive hundreds of unwanted emails, spam, every day. 
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VOCABULARY 
 
Exercise 2  

a. sensitive data          information that is private, important and valuable 

b. personal details        information about someone, such as their address 

c. angling              fishing, usually as a hobby 

d. dubious              suspicious, possibly criminal 

e. unauthorised          unofficial, without official permission or agreement 

f.   ambiguity            when the meaning of something is not clear 
 
LISTENING: SECTION 1 
 
Exercise 3 

a.  PHISHING 
b.  It is a bad thing. It is a criminal action. 
 
Exercise 4 

a.  True – ‘what they’re doing is they’re creating a replica of a webpage, usually a page 

        belonging to a major company.’ 

b.  False – ‘the idea is to fool somebody into passing on sensitive data to the person 

        who’s doing the phishing – in other words, your password or your personal 

        details.’ 

c.  True – ‘So it’s very clever word play.’ 

 
LISTENING: SECTION 2 
 
Exercise 5 

a. hacking 

b. This example illustrates how words that are connected to the Internet often develop a 

more general meaning or use. 

 

Exercise 6 

a. False– ‘it’s one of several words that are being used at the moment to identify different 

       types of activity on the Internet that people think are a bit dubious.’ 
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b. False – You can use it when you solve a problem, however you do it. 

c. True – ‘Probably, it won’t come into general use because of its ambiguity.’ 

 

EXTRA WORK 

 
VOCABULARY 
 
Exercise 7 
 
a. a major company    

b. password 

c. derives from     

 
LANGUAGE 
 
Exercise 8a  

   
a.  i.  When tourists visit a city, they usually go sightseeing. 

   ii. bbclearningenglish.com is a great Internet site for learning English. 

b.  i.  The United Nations tries to bring peace to the world. 

   ii. Would you like a piece of cake? 

c.  i.  What’s the weather like today? 

   ii. I don’t know whether or not to go to the beach this weekend. 

d.  i.  I saw a great film at the cinema last weekend. 

   ii. I think that house prices will soar next year. 

e.  i.  What would you buy if you had a million dollars? 

   ii. I like old-fashioned furniture that is made of wood. 

f.   i.  There are too many cars on the roads these days. 

   ii. Did the students hand in their homework yesterday? 

g.  i.  He’s on a special diet because he wants to lose weight. 

   ii. After doing the exam, we have to wait two weeks for the results. 

h.  i.  When you buy a pair of trousers you need to know your waist size. 

   ii. I think that buying expensive clothes is a waste of money. 
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WORKSHEET 1 
 

 
SPEAKING 
 

1.    Discuss these questions with your partner. 

 

a.  Read the BBC News story headlines below. What are the stories about? 

      Net users told to get safe online           27 October 2005 

      FBI warns of new computer virus          27 May 2000 

      Computer crime laws need updating        30 June 2004 

      ‘ID theft risk’ on bank websites           23 October 2006 

      UK computer hacker wanted by US         13 November 2002 

      More than 95% of e-mail is 'junk'           27 July 2007 

b.  Have there been similar stories in your country? 

c.  Have you ever suffered from any of these problems?  

d.  What precautions do you take? How do you protect your computer and personal 

   information? 

 

VOCABULARY 
 
2.    Match these words and phrases to their definitions. 
 
a. sensitive data   unofficial, without official permission or agreement 

b. personal details fishing, usually as a hobby 

c. angling  suspicious, possibly criminal 

d. dubious    when the meaning of something is not clear 

e. unauthorised  information that is private, important and valuable 

f.  ambiguity  information about someone, such as their address 
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LISTENING SECTION 1 
 
             

 
3.  Now, listen to Professor Crystal talking about a new word in English and 

answer these questions. 

 

a.  How do you spell the new word? 

b.  Is this a good or bad thing to do? 

 

 

4.    Listen to Section 1 again and decide if the following statements are true or 

false, according to Professor Crystal. 

 
a. If you phish, you make a copy of a company’s web page. 

b. If you phish, you get secret information about a company. 

c. Professor Crystal is impressed by the creation of the word.
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WORKSHEET 2 

 
 
 

LISTENING SECTION 2 

 

5.    Listen to Section 2 of the talk and answer this question. 

 

a. Which other word connected to computing does Professor Crystal discuss? 

b. What aspect of words connected to the Internet does this word illustrate? 

  

 

6.    Listen again to Section 2. Are the following sentences true or false? 

 

a. There are very few words that describe suspicious Internet activity. 

b. ‘Hack’ is now used when you solve a problem in a very unusual way. 

c. It is unlikely that ‘phishing’ will become a widely used word. 
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WORKSHEET 3 - EXTRA WORK 

 
 
 
VOCABULARY 

7. Find the phrases in the text that have the following meanings. 

a.  an important or large business 

b. a secret word that is used to control access to a web page 

c. comes from 

 

LANGUAGE 

8. Phishing and fishing are homophones: they have the same pronunciation, but 

different spellings and meanings.  Put the homophones in the box in the correct 

sentences below. 

 

       saw/soar    site/sight       peace/piece   wait/weight 

       there/their  weather/whether   waste/waist   wood/would 

 

a.  i.  When tourists visit a city, they usually go ______seeing. 

   ii. bbclearningenglish.com is a great Internet ______for learning English. 

b.  i.  The United Nations tries to bring ________ to the world. 

   ii. Would you like a ________ of cake? 

c.  i.  What’s the ________ like today? 

   ii. I don’t know ________ or not to go to the beach this weekend. 

d.  i.  I ________ a great film at the cinema last weekend. 

   ii. I think that house prices ________ soar next year. 

e.  i.  What ________ you buy if you had a million dollars? 

   ii. I like old-fashioned furniture that is made of ________. 

f.   i.   ________ are too many cars on the roads these days. 

   ii. Did the students hand in ________ homework yesterday? 

g.  i.  He’s on a special diet because he wants to lose ________. 

   ii. After doing the exam, we have to ________ two weeks for the results. 
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h.  i.  When you buy a pair of trousers you need to know your ________ size. 

   ii. I think that buying expensive clothes is a ________ of money. 

 

Discussion 

 

9.  Do you agree or disagree with these statements? Explain why to your partner. 

 

a.  Internet use is soaring in my country. 

b.  Spending time writing blogs, or on a community website such as Myspace, is a waste 

   of time. 

c.  There are too many things on the Internet that are bad for children, therefore children 

   should not be allowed to use the Internet without their parents supervising them. 

d.  Because of Internet crime like phishing, you shouldn’t do any shopping on the 

   Internet. 

e.  The world would be a better place without the Internet. 

f.   The Internet can help maintain world peace. 

g.  The BBC website is the best website on the Internet. 

 

 

 

 

 

 


