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Financial Expert  
Mike Naylor says… 
 

 
HOW TO SPOT AN INVESTMENT SCAM 
 
If something sounds too good to be true, then it probably is! This is an old saying, 
but it is worth remembering if you are ever presented with an investment or 
purchase that just sounds like an opportunity not to be missed.  
 
Investing any money or making a large purchase should be a decision that you think 
carefully about, talk to family and friends and probably get some independent 
financial advice. You should always do plenty of research and check with the 
Financial Services Authority that it is a legitimate company and you have some 
protection if something goes wrong. All types of investment have a degree of risk so 
you need to be absolutely sure you are making the right decision and know what the 
risks really are. 
 
DON’T LET FRAUDSTERS CATCH YOU OUT 
 
It is very easy to lose money to scams, so you need to be careful at all times. Some 
scams to watch out for: 
 

 ‘get rich quick’ scams – phone calls advising you to invest in shares that don’t 
exist or are worthless, or to buy land that is actually of little or no value 

 emails asking for your personal or bank details  

 emails or letters that say you have won the lottery or have money waiting for 
you if you pay a fee 

 
Only deal with financial firms authorised by the Financial Conduct Authority (FCA). 
You can check if a firm is authorised by calling the FCA’s register on 0800 111 6768. 
Be wary if you are asked to pay money upfront or are put under pressure to act 
quickly and not tell anyone. 
 
WHAT TO DO IF YOU HAVE BEEN SCAMMED 
 
If you think you are being scammed, stop giving the company or person any money 
or personal details and speak to family or friends to get some advice. If you have 
given them your bank details, tell your bank immediately. Report it to the police and 
Action Fraud, the UK’s national fraud reporting centre, on 0300 123 2040.  
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HOW TO DEAL WITH UNWANTED COLD CALLERS 
 
Cold callers can be a nuisance. Here are some simple ways to deal with them: 
 

 DON’T lose your temper. Be polite but firm. If the caller refuses to go away, 
hang up. If you are worried about a call, tell your friends or family, or get 
some advice. Don’t give away personal or financial information to cold 
callers. 

 TELL cold callers to remove your information from their records. They must 
do this by law. If the same company calls again, complain to the Information 
Commissioner’s Office on 0303 123 1113 or visit ico.org.uk. 

 REGISTER for free with the Telephone Preference Service to reduce the 
number of sales and marketing calls on 0845 070 0707 or tpsonline.org.uk 

 BE CAREFUL which boxes you tick and untick when you sign up to services 
online or in writing. Decide if you really want your details to be used for 
marketing, or passed on to other companies. 

 YOU CAN BLOCK all callers that hide their phone number with some 
handsets, although this could mean you miss calls you want to receive. 

 DON’T CALL BACK phone numbers left on your voicemail, or reply to text 
messages you don’t recognise. The cost of the call could be expensive, or it 
could be a scam. 

 
WHAT TO SAY TO COLD CALLERS 
at o say to cold callers 
“Please do not call this number again and remove my name, phone number and 
any personal information from your records” 
 
 

GET HELP FROM: 
 
http://www.actionfraud.police.uk/ 
http://www.fca.org.uk/firms/systems-reporting/register 
http://www.unbiased.co.uk  
http://www.vouchedfor.co.uk  
http://www.financialplanning.org.uk  
http://www.adviceguide.org.uk  
 

 
 


