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Online Security 
Expert Dr Jessica 
Barker says… 
  

 

CYBER SECURITY DOS AND DON’TS 
 

 
GENERAL CYBER SECURITY 
 

     HAVE up-to-date anti-virus and anti-malware software on all of your devices - smartphones and          
tablets as well as laptops and PCs. 
 

     MAKE SURE your web browser is up-to-date and that you have turned on the security settings. 
 

     IF YOU SUSPECT that your emails have been hacked, run anti-virus and anti-malware scans on all 
your devices, clean the devices, and then change all of your passwords. 
 

     WHEN USING WI-FI in public places, try to only log on to networks that are encrypted. With an 
encrypted connection, you will be required to enter a ‘key’. An unencrypted wi-fi network is not secure, 
enabling unauthorised people to intercept anything you are doing online. This could include capturing 
your passwords and reading private emails.  
 

     DO NOT SEND or receive personal information if you are using an unencrypted network connection, 
emails you send over an unencrypted network should be thought of like postcards. 

 

 
 
PASSWORDS 
 

   ALWAYS use different passwords for different websites or services. 
 

   CREATE passwords containing at least eight characters, with a combination of upper and lower case 
letters, numbers and keyboard symbols. The longer and more complicated the password, the harder 
it is to crack. 
 

   DON’T share your password with anyone. 
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 DON’T use anything obvious or public knowledge (think about the information you're 
putting on social networks). As a rule, don't use: 

 

 Your username, actual name or business name 
 Family members’ or pets’ names 
 Your or family birthdays 
 Favourite sports teams or other words easy to work out with a little background 

knowledge 
 The word ‘password’ 
 Keyboard sequences, e.g. 'Qwerty' 
 A commonplace dictionary word, which could be cracked by common hacking programs 

 

 

 

FURTHER INFORMATION AND HELP 

http://www.getsafeonline.org (The government's preferred online security advice channel) 

http://www.thinkuknow.co.uk (An online safety website ran by the Child Exploitation and Online 

Protection Centre - www.ceop.police.uk/) 

 

 

 


