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Online Security 

Expert Dr Jessica 

Barker says… 
 

TIPS ON PHISHING EMAILS 

 LOOK OUT for phishing emails, which are sent from criminals to large amounts of people, usually 

pretending to come from trusted organisations or even people that we know.  

 These emails can be quite sophisticated and targeted at us (referring to us by name or claiming to 

come from one of our contacts) - these are spear phishing attacks, where criminals have targeted 

us. 

 

 The email itself can also look as if it comes from a genuine source, but there are tell-tale signs to 

look out for, for example: 

  

 The sender's email address may be different from the trusted organisation’s official website, 

or the email is sent from a completely different email address. 

 There is a request for personal information (e.g. passwords). 

 A sense of urgency, e.g. threatening to close your account. 

 

 DO NOT send your password by email. No reputable firm will ask you to do this. 

 

 BEWARE links in emails - hold your cursor over a link to reveal its true destination, displayed in the 

bottom left corner of your browser. Beware if this is different from what is displayed in the text of 

the link, or from what you had expected. If in doubt, it's always safer to enter the trusted 

organisation's genuine web address into the browser - or, call the organisation to see if they really 

have sent the email. 

 

 

 YOU CAN CHECK, if you are suspicious of an email, if it is on a list of known spam and scam emails 

that some internet security vendors such as McAfee and Symantec feature on their websites. 
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 MOST IMPORTANT - think before you click, and trust your instincts. If you are suspicious of the 

email for whatever reason (one of the reasons above or perhaps just poor grammar or spelling), 

then check it out before replying to or forwarding the email, or clicking any embedded links or 

attachments. 

 

FURTHER INFORMATION AND HELP 

http://www.getsafeonline.org (The government's preferred online security advice channel) 

http://www.thinkuknow.co.uk (An online safety website ran by the Child Exploitation and Online Protection 

Centre – http://www.ceop.police.uk) 

 

  

 


