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BEATING THE FRAUDSTERS: HINTS AND TIPS 

A. IMMEDIATELY CONTACT YOUR BANK  

 

1. Immediately contact your bank, preferably by telephone, and carefully explain what 

has happened.  

 

2. During this telephone call you should ask your bank to immediately contact the 

fraudster’s bank (being the bank account you have transferred your money into) to let 

them know what has happened. Hopefully, the fraudster’s bank will ‘freeze’ any 

further transactions, but this is not guaranteed to happen. 

 

3. You should also ask your bank to send an ‘indemnity’ request to the fraudster’s bank, 

which is a request for the fraudster’s bank to return your money to your bank 

(provided, of course, there is anything remaining in the fraudster’s account). 

 

B. SEEKING A FREEZING ORDER FROM THE HIGH COURT 

 

4. The next option is to go to court to make an application to (a) freeze the fraudster’s 

bank account and (b) to obtain an order for the fraudster’s bank to provide 

information about the fraudster’s bank account. 

 

5. The first point to note is that only the High Court of Justice can make these types of 

order and you will need to go to either one of the many District Registries of the High 

Court* or if you are in London, either the Rolls Building or the Royal Courts of 

Justice in the Strand. 

Court Documentation  

6. If you are going to make an application you will need to print out the following: 

 

(i) A copy of your bank statement showing that transfer of monies into the 

fraudster’s bank account; 

(ii) A copy of any emails, text messages or other communications that you sent 

and received from the fraudster that led to you transferring your money; and 
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(iii) Evidence of your identity. 

 

7. You will also need to prepare and print out the following: 

 

(i) A Claim Form (Form N1  - 

https://formfinder.hmctsformfinder.justice.gov.uk/n1-eng.pdf);  

(ii) An Application Notice (Form N244 - 

https://formfinder.hmctsformfinder.justice.gov.uk/n244-eng.pdf); 

(iii) A draft freezing order 

(http://downloads.bbc.co.uk/tv/ripoffbritain/Freezing_Order_Precedent.pdf);  

and 

(iv) A draft disclosure (also known as a Norwich Pharmacal) order 

(http://downloads.bbc.co.uk/tv/ripoffbritain/Norwich_Pharmacal_Order.pdf). 

The Claim Form  

8. The Claim Form should include a brief summary of the claim. For example:  

The Claimant’s claim is for damages for fraudulent misrepresentation and in 
Unjust Enrichment. On 1 January 2017, the Defendant hacked into Mr Smith’s 
email account and thereafter pretended to be Mr Smith with whom the 
Claimant was doing business with. Thereafter, the Claimant, believing he was 
dealing with Mr Smith transferred £100,000 to the bank account provided by 
the Defendant in the belief that he was transferring the money to Mr Smith. 
The Claimant’s claim is for (1) damages; (2) £100,000 received by the 
Defendant to the use of the Claimant; (3) further or alternatively, a declaration 
that the Defendant holds the sum of £100,000 on trust for the Claimant and an 
order that the same be paid to the Claimant; (4) An order that the sum of 
£100,000 be paid to the Claimant; (5) An order that the Claimant trace into 
any asset purchased with the said £100,000; (6) Interest; (7) All necessary 
accounts and inquiries; (8) further or other relief; (9) Costs. 

 

9. On the Claim Form you will also need to insert your name as the ‘claimant’ and the 

name used by the fraudster as the ‘defendant’.  

The Application Notice  

10. The Application Notice will need to be made against (a) the fraudster, inserting 

whatever name they have given; and (b) the name of the fraudster’s bank. These 

names are inserted in the box on the front of the form under the heading 

‘respondents’. 
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11. Box 3 of the Application Notice requires you to state what order you are asking the 

court to make and the reasons why you want the order. An example of this is as 

follows: 

I am seeking am seeking the following order: 

(i) that this application may be heard without notice to the Respondent; 
(ii) that this application may be heard in private;  
(iii) a freezing order in the terms of the draft attached; and 
(iv) a order that [the fraudster’s bank] provides the information set out in 

draft attached. 

The reason for this application is that the Applicant fears that, unless 
restrained from doing so, the Respondent will dissipate or conceal his assets in 
order to prevent any order for repayment from being effectively enforced; and 
that, if the Respondent is given notice of this application, or hears about the 
application before they are served with, or given notice of, any order which 
the court may make, they will embark upon the dissipation or concealment of 
their assets. 

 

Draft Orders 

 

12. You will also need to attach a copy of the draft orders that you want the court to 

make, being (a) a freezing order and (b) a disclosure order against the fraudster’s 

bank. 

 

13. A copy of the freezing order is available at 

https://www.justice.gov.uk/courts/procedure-rules/civil/rules/part25/pd_part25a; 

however here is a link to an easily printable version 

[http://downloads.bbc.co.uk/tv/ripoffbritain/Freezing_Order_Precedent.pdf]. 

 

14. You will also need to attach a separate draft order that provides for the fraudster’s 

bank to provide information about the fraudster’s bank account. An example of such 

an order can be found at 

[http://downloads.bbc.co.uk/tv/ripoffbritain/Norwich_Pharmacal_Order.pdf]. 

 
15. You can find out the name of the bank used by the fraudster by entering the Sort Code 

of their bank account on Google, which will show you the name and branch of the 

bank in question. 
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Copies of the Documents and Court fees 

16. You will need to print off 3 copies of the documentation set out above.  

Attending Court  

17. Armed with the documentation set out above, you will need to visit the High Court of 

Justice or one of its District Registries. 

 

18. You should inform the Court staff what has happened and explain to them that you 

need to make an urgent application for a freezing order.  

 
19. The Court staff should then point you in the direction of the Court room where urgent 

applications are heard where you may need to speak with other members of the Court 

staff who are likely to take a copy of the documentation referred to above and place 

the same before a High Court Judge.  

 
20. Hopefully, you will be informed that a Judge will hear your application.  

 
21. When the judge enters the room he or she will expect you to explain (a) what order 

you are asking the judge to make and (b) the reasons why you are asking for the order. 

If the judge has had an opportunity to read your papers, then this will be fairly 

straightforward; if not, you will need to carefully explain what has happened.  

 
22. If the judge is persuaded that an order should be made, they will then go through the 

draft orders you have provided to see if any changes should be made. This may mean 

that you need to amend the order. Accordingly, it is wise to bring a laptop to court 

with you so you can make the amendments and then immediately email them to the 

court so that they can print them out and provide you with a ‘court sealed’ version that 

you can then ‘serve’ or send to the fraudster’s bank.  

 
23. Before the court makes either order the judge will require you to give what is known 

as a ‘cross-undertaking in damages’. A cross-undertaking in damages is a promise by 

you to the court that if it transpires that the freezing order should not have been made 

and this has caused, in this case the fraudster, any loss, you will pay for this loss.  
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24. The court will also expect you to give an undertaking to pay for the administrative 

costs of the fraudster’s bank complying with the order for them to provide 

information about the fraudster’s bank account.  

 
25. You will also be expected to give an undertaking to court to: 

 
(i) issue your Claim Form and the Application Notice in the Court’s office; 

(ii) swear an affidavit and send a copy of this on the fraudster’s bank; and 

(iii) as soon as the fraudster’s bank provides the contact details of the signatories to 

the fraudster’s bank account, to send copies of the (a) Claim Form; (b) the 

Application Notice; (c) the affidavit and (d) the Court orders to the said 

signatories. 

 

26. After the Judge has approved the courts order, you should liaise with the judge’s clerk 

or the other members of the court staff in the hearing room to ensure you obtain a 

sealed/approved copy of the orders ASAP. 

 

27. After this you will need to ‘issue’ the Claim Form and your Application Notice in the 

court’s office. The issue fee for the Claim Form will a sum equated to 5% of the value 

of your claim. So if the fraudster has defrauded you in the sum of £200,000, the issue 

fee will be £10,000. The issue fee for the Application Notice is currently £100 as the 

application is made without you giving the fraudster any warning of the application.  

Liaising with the Fraudster’s Bank 

28. As soon as you obtain a sealed/approved copy of the court orders, you will need to 

immediately send them to the fraudster’s bank. The best way to do this is to phone the 

fraudster’s bank and ask for their ‘court orders’ team because you have a High Court 

freezing order that needs to be sent to them.  

 

29. Once you have the relevant email for the fraudster’s bank you need to send the court 

orders to them. 
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Analysing the Fraudster’s Bank Statements  

30. When the fraudster’s bank provides copies of the fraudster’s bank statements and 

other information about the fraudster’s contact details, you will need to carefully read 

through this information. 

 

31. When reviewing the fraudster’s bank statements, look for the receipt into the 

fraudster’s bank account of your money and then look what has happened to it 

afterwards.  

 
32. If there is money remaining in the bank account, this is money you will ask your bank 

to ask the fraudster’s bank to transfer back. 

 
33. However, if you can see that the fraudster has transferred your money to other bank 

accounts or paid your money to another company to buy something you should 

consider doing the following: 

 
(i) If the fraudster’s bank statements identify a specific company to whom the 

fraudster has paid your money to, you should contact this company to explain 

what has happened and that they should cancel any outstanding order placed 

by the fraudster. You should also offer to provide a copy of the freezing order; 

and 

 

(ii) If the fraudster’s bank statements show that the fraudster has transferred your 

money to another bank account(s), you have the option of returning to court 

for another ‘disclosure’ order in relation this bank account(s).  

 

C.  SWEARING YOUR AFFIDAVIT AND SERVING THE DOCUMENTS ON THE 

FRAUDSTER 

 

34. As set out above, you will have to give an undertaking to the court to swear an 

affidavit. 
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35. An affidavit is essentially a document in which you explain, in chronological order 

together with references to specific emails and other documents, what has happened 

to you.  

 
36. An example would be along the following lines: 

 

Filed on behalf of [insert your name] 
Maker of Affidavit [insert your name] 

No. of affidavit: First 
Exhibit: [your initials – 1] 

Date sworn [insert date of swearing] 
 

[insert Claim No. given by the court on the Claim Form] 
 

IN THE HIGH COURT OF JUSTICE  
 

CHANCERY DIVISION OR QUEEN’S BENCH DIVISION 
 

BETWEEN: 
 

[insert your name] 
Claimant/Applicant  

 
and 

 
[insert fraudster’s name] 

Defendant/Respondent  
 

________________________________________ 
 

AFFIDAVIT OF [insert your name] 
________________________________________ 

 

I, [insert your name] a [insert occupation] of [insert address], MAKE OATH AND SAY AS 
FOLLOWS: 

1. [insert your story of what has happened] 

Sworn by the said 

[insert your name] __________________________ 

At  

in the County of 

this  day of [insert date] 

  Before me,  

  ________________________________ 

A Solicitor / Commissioner for Oaths 
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37. Once you have prepared your affidavit, you will need to have it ‘sworn’, which means 

going to a firm of solicitors who will ‘swear’ the affidavit and probably charge £50 or 

so.  

 

38. Once you have obtained the fraudster’s names and addresses, which will be provided 

by the fraudster’s bank, you will need to send copies of (a) the Claim Form; (b) the 

Application Notice; (c) the Court orders; and (d) your affidavit and any exhibit to the 

fraudster’s addresses. 

 

D.  RETURNING TO COURT  

 

39. As you obtained a freezing order in the absence of the fraudster, the court will order 

that a further hearing will take place, typically, 7 days after the date of your 

application. 

 

40. It is important that you draft another Application Notice which provides in Box 3 that 

you want an order to continue the freezing order you persuaded the judge to make.  

 
41. You will need to print out 3 copies of this Application Notice and another freezing 

order that is in the same terms as the original one. The court fee for this application is 

currently £255.  

 
42. You will need to send this Application Notice and draft order to the fraudster’s 

addresses, even though it is inherently unlikely that the fraudster would ever show 

their face. 

 
43. If after reading through the fraudster’s bank statements you see that your money has 

been transferred to other bank accounts, your Application Notice will include a 

request that you want to freeze additional bank accounts. The Application Notice will 

then need to list the other bank accounts used by the fraudster.  

 
44. However, you will need to send a copy of the Application Notice and the draft order, 

which will be in the form 

[http://downloads.bbc.co.uk/tv/ripoffbritain/Norwich_Pharmacal_Order.pdf], to the 

other banks and ask them to confirm that they will adopt what is known as a ‘neutral 
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stance’, meaning they are indifferent to your application and will comply with any 

order the court makes.  

 
E.  USING THE FRAUDSTER’S BANK ACCOUNT STATEMENTS AGAINST YOUR 

OWN BANK  

 

45. In the event that you are unable to locate and secure repayment of your money from 

the fraudster’s bank or from any other person to whom your money has been paid, 

you will need to carefully consider whether you have a claim against your own bank. 

 

46. If your bank has failed to act, for example contacting the fraudster’s bank, within a 

reasonable period of time after you have informed your bank of the fraud, you may 

have a claim against your own bank for breach of contract. 

 
47. For example, if the following situation occurred, it is likely that your bank has 

breached its contractual duties to you: 

 
(i) You call your bank at 8.30am on 1 January 2017 to inform them of the fraud; 

and 

(ii) You discover from reading through the fraudster’s bank statements that your 

money remained in the fraudster’s bank account until 8.30am on 2 January 

2017 after which time it then ‘disappeared’. 

 

48. From this example, it appears that your bank failed to take any action for more than 

24 hours, which has enabled the fraudster to freely use your money, which is now 

irrecoverable from the fraudster.  

 

49. It is important to note that without obtaining the court orders for the fraudster’s bank 

to disclose the fraudster’s bank statements, you would be in a weak position to claim 

against your bank as you simply would not know what action your bank actually took 

to protect your position.  

 
50. If it appears that your bank has unreasonably delayed before acting on your telephone 

call informing them of the fraud, you also have the option of making a complaint to 

the Financial Ombudsman Service http://www.financial-ombudsman.org.uk/. You 
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will need to provide copies of the relevant documentation to the Ombudsman who 

will then investigate your complaint.  

District Registries of the High Court  

England 
 

1. Bedford 
2. Birkenhead 
3. Birmingham 
4. Bradford 
5. Bristol 
6. Canterbury 
7. Cambridge 
8. Chester 
9. Colchester 
10. Croydon 
11. Dewsbury 
12. Halifax 
13. Leeds 
14. Leicester 
15. Lincoln 
16. Liverpool 
17. Manchester 
18. Newcastle upon Tyne 
19. Norwich 
20. Nottingham 
21. Oxford 
22. Scarborough 
23. Sheffield 
24. Southampton 
25. Teesside (in Middlesbrough) 
26. Warrington 
27. Weymouth and Dorchester 
28. Worksop 

 
Wales 
 

29. Aberystwyth 
30. Blackwood 
31. Brecknock 
32. Bridgend 
33. Caernarfon 
34. Cardiff 
35. Carmarthen 
36. Haverfordwest 
37. Llangefni 
38. Merthyr Tydfil 
39. Mold 
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40. Pontypridd 
41. Rhyl 
42. Swansea 
43. Welshpool 


