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BUSINESS CONTINUITY TOOLKIT 
OVERVIEW 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

The following documents are designed to be used with this overview to support you 

through each stage of the lifecycle: 

1. Business Impact Analysis: background information 

2. Business Impact Analysis: template 

3. Business Continuity Plans: background information 

4. Business Continuity Plans: template 

5. Business Continuity Strategies: background information 

6. Business Continuity Strategies: examples  

7. Business Continuity exercises: background information 

8. Business Continuity exercises: sample scenarios  

 

The Business Continuity lifecycle 
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PART 1 – INTRODUCTION 

 

Business Continuity is all about keeping critical activities going in the event of an interruption 

to business.  This is not just the big impact, low probability events such as a large scale fire 

or terrorism.  It is about becoming more resilient to all types of incidents that may impact 

our people, buildings, IT or suppliers.  Examples include power outages, network failure, 

cyber attacks, pandemic etc. 

 

Business Continuity management is based on the business continuity lifecycle shown on the 

front page of this document.  

 

This Business Continuity toolkit is designed to help you through the steps you need to take 

to implement Business Continuity.   

 

PART 2 – GOLD/SILVER/BRONZE 

 

The BBC uses a command and control structure of Gold/Silver/Bronze to manage incidents. 
 

Name  Function  Role  

 

Gold 

  

Strategy  

 

 

 

Gold is led by the Director-General (DG) or his deputy.  The Incident 

Commander (a role usually taken by the COO) is in overall charge of the 

incident response.   

 

Gold are responsible for setting the strategy and considering long term 

implications of the incident.   

 

Many incidents are run by Silver without full activation of Gold Command.    

 

 

Silver 

 

Tactics    

  

  

 

Silver is responsible for coordinating the tactical response to the incident.   

 

Silver is populated by the BBC-wide Business Continuity & Disaster Recovery 

Team (BCDRT) or an appropriate subgroup thereof and is facilitated by the 

Business Continuity Unit. 

 

The BCDRT includes co-ordinated, specialist incident support from across the 

organisation including: HR Incident Officers, Security, Safety, Workplace, Press 

Office, and BBC Emergency Information 

 

 

Bronze 

 

Operational 

  

 

 

Bronze leads the operational response to the incident.   

 

Bronze Leads are usually: 

 24/7 duty managers such as  the Duty Facilities Manager (DFM), the Duty 

Operations Manager (DOM),  and the Television Duty Engineering 

Manager (DEM) 

 Site Incident Management Teams  
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PART 3 – CONTACTS 

 

For more information please contact the BBC Business Continuity Unit on 020 361 40080. 

 

You can also contact your Business Continuity Divisional Lead.  To find out who this is go 

to: http://www.bbc.co.uk/safety/businesscontinuity/  

 

 

PART 3 – GLOSSARY OF TERMS 

 

Many of these terms are taken from ISO22301 the International Standard for Business Continuity 

 

Activation The implementation of business continuity procedures, activities and 

plans in response to an incident. 

(See also invocation) 

Backup  The process by which data, electronic or paper based, is copied in 

some form so as to be available and used if the original data from which 

it is originated is lost, destroyed or corrupted.   

Battle Box A container – often literally a box or briefcase – in which 

equipment/data is stored so as to be immediately available in an 

incident.   

(See also grabbag) 

Bronze  The Operational teams within the BBC’s Command and Control 

structure.   

  

ISO22301 International Standard for Business Continuity Management (BCM) 

Business Continuity 

Management (BCM) 

A holistic management process that identifies potential impacts that 

threaten an organisation and provides a framework for building 

resilience with the capability for an effective response that safeguards 

the interests of its key stakeholders, reputation, brand and value 

creating activities.   

Business Continuity 

Management lifecycle  

The complete set of activities and processes in BCM divided into 

various stages that are necessary to manage business continuity  

Business Continuity 

Plan (BCP) 

A clearly defined and documented plan for use at the time of a Business 

Continuity Incident.  Typically a plan will cover all the key personnel, 

resources, services and actions required to manage the BCM process.   

Business Continuity 

Management Policy  

A policy which sets out the process and principles of BCM within the 

BBC 

Business Impact 

Analysis (BIA) 

The analysis which shows the impacts, effects and loss that might occur 

if there were an impact to the organisation/Division/team.  The findings 

from a BIA are used to make decision about which mitigations and 

business continuity strategies should be adopted.  The BIA will feed into 

your BCP.    

Call cascade A structured cascade process that enables a list of persons/roles to be 

contacted  

(See also call tree) 

Command Centre (see Emergency Operations Centre) 

Desktop Exercise (See tabletop exercise) 

Divisional Incident 

Management Team 

The team of managers within a Division that form in the event of an 

incident in order to coordinate the recovery of that Division  

Emergency Operations The facility used to coordinate the Silver team activities in the event of 

http://www.bbc.co.uk/safety/businesscontinuity/
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Centre  a BBC incident  

Emergency Reception 

Centre  

A physical location to provide people working at the BBC with access 

to individual HR support during an incident.   

Exercise  An execution of business continuity plans.   

Gold The Executive level strategic team that form in the event of a large 

scale BBC incident  

Human Resources 

Incident Officer 

(HRIO) 

The HRIO is a trained HR professional who is on call to lead and 

manage the overall HR response for the BBC during a major incident.  

The HRIO can be activated by a 24/7 HR Duty Officer or as part of the 

BBC People or BCDRT incident response.   

Incident Any event that may be, or may lead to, a business interruption, 

disruption, loss and/or crisis. 

Incident Management The process by which an organisation responds to and controls an 

incident using emergency response procedures. 

Invocation (see activation) 

Maximum Tolerable 

Data Loss  

This is the maximum amount of data that an organisation can lose but 

still manage to recover its operational capability.  Any further data loss 

would mean that the business cannot recover. 

  

Maximum Tolerable 

Period of Disruption  

This is the maximum period of time that an organisation can tolerate 

disruption to a service/product.  After this time the organisation’s 

viability will be irreparably damaged. 

Recovery Point 

Objective 

The point in time to which work should be restored following an 

incident that disrupts the business  

Recovery Time 

Objective 

The time by which critical activities must be recovered. 

This will come out of your BIA  

Silver The tactical level team that forms in the event of an incident that affects 

more than one Division of the BBC  

Stand down  Formal notification that the response to an incident has been 

concluded.   

Tabletop exercise A paper scenario based method of testing plans, procedures and people  

Uninterrupted Power 

Supply (UPS) 

Equipment that offers short-term protection against power surges and 

outages.  This usually only allows enough time for vital systems to be 

correctly powered down.   

 


