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THE ATTACHED TRANSCRIPT WAS TYPED FROM A RECORDING AND NOT 

COPIED FROM AN ORIGINAL SCRIPT.  BECAUSE OF THE RISK OF MISHEARING 

AND THE DIFFICULTY IN SOME CASES OF IDENTIFYING INDIVIDUAL 

SPEAKERS, THE BBC CANNOT VOUCH FOR ITS COMPLETE ACCURACY. 

 

“FILE ON 4” 

 

Transmission:  Tuesday 13th July 2021 

Repeat:  Sunday 18th July 2021 

 

Producer:  Paul Grant 

Reporter:  Paul Kenyon 

Editor:  Nicola Addyman 

 

ACTUALITY OF JOGGER 

 

MUSIC 

 

MOYNIHAN: I was out for a jog early on a Saturday morning and 

was running through a very pleasant golf course.  There was nobody around.  And I got the 

call to say that one of our servers had failed to back up.  I was told we’d been hacked and that 

a server had been encrypted.  It was apparent to me that that probably was ransomware. 

 

KENYON: This is the inside story of a cyber attack, as it unfolded, 

in the UK.  From the unlikely victims: 

 

MOYNIHAN: The first thing I did was panic. 

 

KENYON: To a team of negotiators: 

 

WOMAN’S VOICE: I see that you request 4 million US dollars, which is 

almost £3 million.  We will never be able to pay this amount. 

 

KENYON: And the gang that did it. 
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MAN’S VOICE: We are not in the mood for a long conversation, so we 

look forward to hearing from you shortly. 

 

KENYON: Last week saw one of the world’s biggest cyber 

attacks, with thousands of firms hit across the globe and ransom demands of $70 million.  

Throughout the pandemic, attacks in the UK have been soaring, and not all the victims are 

multinational companies.  Some are surprisingly small and publicly funded. 

 

MOYNIHAN: It was like a movie.  We needed to get our schools 

open and we needed that stuff removed from our network, and if it took that mentality to 

engage with a group of criminals, then we were up for that. 

  

KENYON: A British school, its data suddenly held hostage by 

Russian cyber criminals. 

 

MELLARD: A club, a cult, whatever you’d like to call it, they’re 

more akin to an old Mafia style crime family.  Everything is dealt on secrecy and everything 

is dealt on personal trust.  

 

KENYON: And if victims want to pay, the police don’t stand in 

their way. 

 

DENLEY: In no way do we encourage, endorse nor condone the 

payment of ransomware, but neither is it illegal. 

 

KENYON: But you facilitate it. 

 

DENLEY: We don’t prevent it. 

 

KENYON: Tonight, the former head of the UK’s National Cyber 

Security Centre, Ciaran Martin, says enough is enough.  Paying cyber ransoms must be 

outlawed. 
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MARTIN: We cannot shirk the question of whether it really 

should be legal to allow the large-scale transfer of money to cyber criminals, because they’re 

extorting us.  The starting point should be in favour of a ban. 

 

ACTUALITY IN SCHOOL 

 

YOUTH: We sort of came in, there was lots of confusion, lots of 

sort of uncertainty about what was going to happen. 

 

YOUTH 2: It felt quite criminal, it was this kind of quite unknown, 

and it was a cyber attack – the type of thing you see on like TV series, things like that.  And 

actually you were like, wow, this is reality and it’s really having a knock-on effect on the 

people in our school. 

 

KENYON: The scene is a smart-looking secondary school and 

sixth form college in a leafy corner of Bromley in Kent.  It’s the end of March this year and 

students are arriving on a Monday morning to find nothing working. 

 

YOUTH 3: There was no whiteboards and no computers and we 

had registers on paper or we were using sort of manual textbooks. 

 

GIRL: It was just like a cyber attack.  That’s what we sort of 

just knew.  But there wasn’t a lot of detail, it was just sort of like this has happened, come in 

and try your best.  

 

KENYON: A cyber gang has infiltrated the Harris School’s 

systems, probably through a phishing email, and encrypted everything of value it can find. 

The trust has been forced to shut down its entire computer network to prevent any further 

damage – with huge consequences. 

 

WARNOCK: There was a delayed start to the day was the first thing, 

because the challenge is trying to get into the building, because everything is controlled, you 

know, via the internet. 
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KENYON: When Principal, Ciera Warnock, arrives at the front 

gate, electronic doors are jammed, CCTV is down, and registers are inaccessible.  

 

WARNOCK: My initial response was, gosh, this is going to be huge.  

We need to have certain things in place just to function at a very basic level.  These are the 

sorts of things that potentially could give you sleepless nights, because you really didn’t 

know what you were walking into. 

 

KENYON: It’s not just about the school’s functionality; important 

financial files have been encrypted, as have bank statements, credit card details and 

information relating to staff.  They can’t even pay bills.  And it isn’t just this one location. 

All fifty Harris Federation schools are compromised - that’s 38,000 pupils. 

 

WARNOCK: Parents were amazingly patient, but I think 48 hours, 

once that clock started ticking, that was probably the amount of time we had before, you 

know, parents were on the phone thinking, you know, what is happening?  What’s the reality 

of the situation?  Are we compromised?  

 

KENYON: To retrieve their data, the school needs a decryption 

key.  That’s in the hands of the attackers - and they are demanding a hefty ransom.  It might 

seem odd that hard-up schools are being targeted, but more than seventy British schools have 

been hit during the pandemic, as well as additional attacks in higher education.  

 

WARNOCK: I think schools and educational institutes can be soft 

targets for very sophisticated criminal outfits, so I think that’s maybe why we were targeted, 

and because we are the largest multi academy trust, they may have thought, okay, because it’s 

large, it has got more money. 

 

MUSIC 

 

KENYON: Chief Executive of the Harris Federation, Sir Dan 

Moynihan, is starting to get a clearer picture of what’s happening.  Besides the devastating 

encryption, the gang has exfiltrated the schools’ files, stealing copies and threatening to sell 

them online.  This pincer-style blackmail is known as double extortion. 
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MOYNIHAN: They have like a web page on the dark web where 

people can have conversations with them, and they’d indicated that they wanted  

$4 million in cryptocurrency. 

 

KENYON: How did that strike you when you heard the figure?  

 

MOYNIHAN: It struck me as completely insane.  I mean, we are a 

group of schools operating in disadvantaged and challenging circumstances for students from 

low incomes.  Why would anybody want to take or think it’s appropriate to take money from 

youngsters in that situation?  We’re about turning around failing schools and changing lives. 

It struck me as utterly, utterly nuts. 

 

KENYON: Sir Dan Moynihan’s office is abuzz with phone calls 

and emergency meetings.  A plan of action is needed.  The head of IT has an idea.  There’s a 

specialist government body - the National Cyber Security Centre - which is part of GCHQ. 

 

MOYNIHAN: We went on their website and our IT director saw that 

there were a series of firms recommended that could help you with this stuff.  He contacted 

all of those firms on the Saturday.  None of them could take us on.  They were all at capacity 

with workload and they had no capacity to take us. 

 

KENYON: By now, they know what’s needed: an Incident 

Response Company, or IRC - a kind of private army of cyber experts and military 

negotiators.  It tells us something that all those listed in the UK are busy dealing with other 

ransomware attacks.  Sir Dan decides to look abroad for help.  It’s urgent.  An encrypted 

message has been received from the hackers. 

 

MOYNIHAN: Although we had a disaster recovery plan and we’d 

planned for a series of things that could happen, including this one, it’s a bit as Mike Tyson, 

the heavyweight champion then, once said - everybody has a plan until they’re punched in the 

face.  And when this thing happened to us, our heads were spinning, you know, what do you 

do?  

 

MUSIC 
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KENYON: A possible answer lies in Israel. 

 

ISAACI: Before I joined Sygnia, like most of our employees, I 

spent most of my professional life in the Israeli military intelligence, filling various command 

posts in the areas of intelligence, information security and operations. 

 

KENYON: Sharon Isaaci is a Vice President of an IRC called 

Sygnia.  Forbes magazine called it ‘a cyber security Delta Force.’  

 

ISAACI: Usually, in these kind of calls, we’re met with a lot of 

uncertainty and stress and a desire to get external support as quickly as possible.  And, as you 

can imagine, schools are not used to working in emergency situations in general and also in 

cyber incidents in particular, so this was even more increasingly stressful in this case.  

 

KENYON: Work began that first weekend with Sygnia’s team 

entering the schools’ systems remotely to assess the level of penetration. 

 

ISAACI: We have to put into motion parallel work streams that 

not only refer to understanding the situation, but we need to contain, to recover, to eradicate, 

to monitor, remediate, also negotiate.  

 

MUSIC 

 

WOMAN’S VOICE: Good evening Sir/Madam.  I’m Emilie, and I was 

asked by the Trust’s executives to assist them in completing a business arrangement with you 

[sound of email being sent]. 

 

KENYON: Negotiations with the hackers gets underway. 

 

WOMAN’S VOICE: As you probably understand, we would like to 

complete this unfortunate event as swift and clean as possible.  Respectfully, Emilie [sound 

of email being sent]. 
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KENYON: Emilie’s words are spoken by an actor from a transcript 

of the negotiations handed to us by a specialist site called databreaches.net.  The conversation 

is carried out in encrypted texts with the Russian-based hackers. 

 

MAN’S VOICE: Hello, our communication is conducted only through 

this chat.  We are ready to listen to your proposal [sound of email being sent]. 

 

WOMAN’S VOICE: I have no idea what kind of proposal I should make to 

you.  We are an education charity run by teachers.  We get money, public funds, and I have 

no experience in this occurrence [sound of email being sent]. 

 

KENYON: The gang is well practiced.  They’ve carried out attacks 

around the world, extorting many millions of dollars.  

 

WOMAN’S VOICE: I understand that we need to pay a certain amount in 

order to get our systems back to full operation.  Am I right?  Respectfully, Emilie [sound of 

email being sent]. 

 

MAN’S VOICE: Yes, you are right.  For our part, we want to see the 

best deal that you can afford. 

 

WOMAN’S VOICE: Do you mean what is the amount we can pay in order 

to restore our systems?  Respectfully, Emilie. 

 

MAN’S VOICE: Yes, of course. 

 

WOMAN’S VOICE: I see that you request 4 million US dollars, which is 

almost £3 million.  We will never be able to pay this amount.  Should I now tell you how 

much we are willing to pay? [sound of email being sent] 

 

KENYON: We need to leave the negotiations, to explore the native 

habitat of these gangs.   

 

MUSIC 



- 8 - 

KENYON: It involves a journey to an area of the internet most of 

us never see - the dark web. 

 

MELLARD: The dark web is only accessible by a browser called 

Tor, which stands for The Onion Router. 

 

KENYON: That’s because there’s layer upon layer of anonymity. 

Our guide will be Mitch Mellard, a Threat Intelligence Analyst for the UK cyber security 

company, Talion. 

 

MELLARD: Its main differentiating factor that you will see from a 

normal internet window is all of the addresses will be somewhat non-human readable and it 

will be a dot onion address.  Apart from that, it could be mistaken for the regular internet. 

 

KENYON: There’s no Google here, or any other search engine, 

but Mitch knows where the cyber gangs hang out.  They’re called billboards or release sites, 

where highly sensitive stolen files are posted as part of the extortion. 

  

MELLARD: So, this is a typical release of leaked data. 

  

KENYON: We head for the site of one of the most notorious 

ransomware gangs of all.  It proudly calls itself Evil, but with an R in front - REvil.  This is 

the gang responsible for the global cyber attack last week.   

 

MELLARD: As you can see here, it’s very spartan.  It simply says 

‘happy blog’ and then goes straight into naming and shaming companies. 

 

KENYON: On the screen are the stolen files of company after 

company. 

 

MELLARD: Here we have passports, presumably these are of 

employees of the company.  We have internal correspondence and these are just provided as 

proof that the data exfiltration has taken place.  This is - to use the gangster movie analogy – 

this is the finger in the box to prove that we have your man, here is the ransom. 



- 9 - 

KENYON: A dizzying procession of personal emails, 

compromising photos, and even copyrighted drawings spool across the screen.  The really 

sensitive information will be auctioned to other gangs.  Unlike conventional criminals, cyber 

gangs court publicity, enjoying the notoriety and even publishing press notices.  One 

ransomware group has netted $90 million in a nine-month period.  We just had a tip off about 

a case happening as we spoke. 

A contact told me that French Connection were one of those that REvil had just demanded a 

ransom for.  Would we be able to check that on here or would it not be up yet? 

 

MELLARD: Well, we can have a look, because REvil provide a 

handy search function, and there they are straightaway, French Connection, UK-based global 

retailer, and then it will start to list a number of internal documents.  Here you can see 

passports of employees scans once again.  

 

KENYON: So, this is stuff that has come, this is very fresh, this is 

very new, this is happening now? 

 

MELLARD: Absolutely. 

 

KENYON: These sites are strangely corporate in appearance, 

offering assistance to their own victims, and even listing favourable reviews. 

 

MELLARD: I’ve seen operators of ransomware that have better 

customer service than any modern software company that I have dealt with.  There are 

ransomware windows that, when your computer is first encrypted, they will say, would you 

like to speak to a representative?  Would you like to decrypt a file for free to prove that we 

can do it?  And then they’re very helpful in getting you into the crypto market, helping you 

purchase Bitcoin. 

 

KENYON: And with customer service done for the day, it’s time 

for a break. 

 

ACTUALITY OF REVVING ENGINE, SCREECHING TYRES 
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KENYON: I’m looking at a video of young cyber criminals racing 

around in Ferraris.  It looks like they’re somewhere in Russia.  Some of these gangs sell off 

franchises to their businesses, just like high street food chains, so for a few thousand dollars 

you can launch your own cyber attacks under their brand name.  It’s called Ransomware as a 

Service, and those who buy into it are known as affiliates.  One former hacker, Dmitry 

Smilyanets, has watched the industry grow 

 

SMILYANETS: I have a fascinating background and it includes me 

being a former member of elite hacking organisation based in Russia.   

 

KENYON: After a spell in jail, Dmitiri switched sides.  Now he’s 

a Cyber Threat Intelligence analyst for US cyber security company, Recorded Future.  He 

says typical gang members are young, university-educated men and women, mostly from 

Russia and the former Soviet republics. 

 

SMILYANETS: You can go on multiple underground criminal forums, 

Russian-speaking forums, where all the ransomware operators have their profiles and they’re 

talking.  They used to advertise their malware and ransomware as a service on these 

platforms, so ransomware as a service.  There is a group, there is a brand.  There are a few 

coders, very gifted and skilful malware coders, plus there is an operator - let’s him General 

Manager - who oversees the development of malware and oversees hiring affiliates.  So, 

that’s the group, the major group that develops the malware and engages in negotiations with 

the victim. 

 

KENYON: It sounds like a normal corporation. 

 

SMILYANETS: Absolutely, that’s the corporation, and then they hire 

the workforce, the soldiers, the very people who hack into the networks and deliver the 

malware, so it can be anyone.  It can be Vladimir and tomorrow it’s Alexander; it doesn’t 

really matter, because there are plenty of them. 
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KENYON: Links with Russia have become a matter of 

international concern.  REvil, the group behind the global attack, are based there, and western 

governments say they operate with the tacit approval of Moscow.  President Putin denies the 

charge, but for Dmitri it’s indisputable. 

 

SMILYANETS: So, we know for a fact that plenty of affiliates and 

ransomware operators are based in Russia, they’re also based in Ukraine and also in 

Kazakhstan and Estonia and Belarus, so it’s former Soviet Union block.  I call it a greenhouse 

effect.  That means that Russia actually created such an atmosphere for cyber criminals that 

they flourish, that they grow like you are in a greenhouse, so nothing bothers them.  There is 

no pressure from law enforcement, they can do what they want. 

 

MUSIC 

 

ACTUALITY IN CLASSROOM 

 

TEACHER: So, let’s have a look at our first question here then.  I 

want you to draw back on last week’s knowledge.  I want you to prioritise reasons for why … 

 

KENYON: Back in Bromley, it’s a Russian ransomware group that 

the Harris Schools are negotiating with.  With no progress, the hackers have doubled their 

price from $4 million to $8 million. 

 

WOMAN’S VOICE: I will be extremely thankful if you could at least tell 

me what information you have in your possession.  Respectfully, Emilie [sound of email 

being sent]. 

 

MAN’S VOICE: We have information about all your financial 

transactions, the details of your partners, card numbers and much more.  For example, 

332278542 … 

 

WOMAN’S VOICE: Sir, is it supposed to mean anything of importance? 

Respectfully, Emilie [sound of email being sent]. 
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MAN’S VOICE: If you think the card details of their owners are 

important, then yes, they are. 

 

WOMAN’S VOICE: Thanks Sir.  We can pay $750,000 in XMR, provided 

that you will share with me the exact scope, volume and significance of data that is in your 

possession.  I would like to stress that this amount is far beyond what we understand is 

usually charged by your teams [sound of email being sent]. 

 

KENYON: You may think that Emilie’s English is a little stilted. 

That’s because Emilie isn’t really a hapless school manager at all.  In fact, she isn’t even a 

she.  This is the real Emilie. 

 

NEGOTIATOR: Actually, I’m a negotiator by profession.  

 

KENYON: We agreed to keep his identity secret, and have 

changed his voice. 

 

NEGOTIATOR: That attitude that we need to strike a deal with these 

guys, that is really helpful that you understand that they are criminal. 

  

KENYON: So, you’re trying to get into their heads, is that right? 

 

NEGOTIATOR: Exactly.  Getting into their heads is the right term, a 

mind game.  It’s a mind game all in favour of the client, of the customer and their direction, 

whether they want to gain time, whether they want to gain additional information about the 

attack group and, in some situation, improve the terms of the deal if this is their business 

decision. 

 

MAN’S VOICE: You are asking for a huge discount.  But my boss is 

ready to take a step forward.  Our offer is $3KK [sound of email sending]. 

 

WOMAN’S VOICE: Sorry, you mean 3 million US dollars? 

 

MAN’S VOICE: Yes, that’s right. 
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WOMAN’S VOICE: Oh God.  This is so far off what we can pay.  Please 

hold and I’ll report to my colleagues and revert.  Respectfully, Emilie [sound of email being 

sent]. 

 

NEGOTIATOR: Playing for time in most of the cases is easier than in 

real life, because in real life, the hostage taker really feels the pressure of the law 

enforcement, and here they don’t feel the pressure.  Later, once a decision to pay or not to 

pay was made, it’s my responsibility to move towards improving the terms of the deal. 

 

KENYON: In fact, school Chief Executive, Sir Dan Moynihan, 

had already made his decision on what do next.  But that will come later. 

 

EXTRACT FROM NEWS REPORT 

 

NEWSREADER: Cyber security experts say a new ransomware attack is 

endangering hundreds of US companies.  The hackers reportedly targeted a software supplier 

… 

 

KENYON: Last week’s global cyber attack by REvil is said to 

have hit thousands of firms, from the US to Sweden, Kenya, Argentina and the UK.  REvil’s 

ransom demand is an unprecedented $70 million.  But just look how much these gangs are 

making worldwide.  According to cyber security specialists, Chainanalysis, in 2020 the total 

amount paid out in ransoms increased by 311%, to nearly $350 million. 

 

EXTRACT FROM NEWS REPORT 

 

NEWSREADER: Federal authorities are investigating a major cyber 

attack targeting America’s energy infrastructure.  Colonial Pipelines …. 

 

MUSIC 

 

KENYON: It’s not just commercial enterprises.  Critical 

infrastructure is targeted, like the Colonial oil pipeline, which supplies west coast America. 
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KENYON cont: The facility is said to have stumped up a $4.4 million 

ransom earlier this year.  We know about these huge extortions because the hackers leak it.  

Many companies prefer to keep their ransom payments secret.  But File on 4 has found a 

British company that paid and is prepared to allow its negotiators to speak. 

 

SMITH: There’s certainly a bit of panic and concern.  Usually 

the first reaction from a from a company is, we want to pay a ransom to make it go away. 

 

KENYON: Jamie Smith works for the London-based intelligence 

and cyber security company, SRM.  They’ve dealt with 150 ransomware attacks in the last 

twelve months alone, many in the UK. 

 

SMITH: In this particular case, the company had limited access 

to any data or systems, so in effect it couldn’t operate, it couldn’t serve its clients, and 

restoring data from backups was going to be a very long process with no real guarantee of 

success. 

 

KENYON: The victim was a British insurance company.  A 

ransom demand was quickly communicated to Jamie. 

What sums of money are we talking about here?  Give us an idea. 

 

SMITH: It was large, but not ruinous for the company.  

 

KENYON: Are we talking in the millions?  

 

SMITH: I can’t really talk about that, but not quite in the 

millions. 

 

KENYON: Okay, but a large sum of money.  

 

SMITH: Yes. 

 

KENYON: The people that you were negotiating with, were they a 

well-known ransomware gang? 
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SMITH: Yes, they were. 

 

MUSIC 

 

KENYON: Speed was everything.  Every moment the systems 

were down, the company was haemorrhaging money. 

 

SMITH: No one wants to pay a ransom, and that’s why it should 

absolutely always be a last resort.  

 

KENYON: Did they get all their data back?  

 

SMITH: Yeah, they managed to decrypt all their systems and 

data, but they didn’t get fully back to operations until about three months afterwards.  And I 

think that’s an important point, actually.  Companies often think that paying a ransom is like 

waving a magic wand, but recovery can often take months, even with the decryption key. 

 

MUSIC 

 

KENYON: On my tour of the dark web, I can see some of the 

hackers have dozens of ransom attacks going on simultaneously.  On the REvil site, I can see 

seven UK companies have been hit.  There’s a solicitor’s company in South Yorkshire, a firm 

of accountants in London, a hotel group also in the capital, and a food and drink distributor 

from whom REvil are demanding $11 million. 

But you’d never know, because many don’t even tell law enforcement.  So, what do the 

police think?  John Denley is Deputy Director at the Cyber Crime Unit at the National Crime 

Agency. 

 

DENLEY: We would definitely always encourage people to report 

it to the police to enable a law enforcement response, as we think it is better for the company, 

because it means that we can maximise evidential opportunities and provide expert advice in 

terms of mitigating the threat that the victim faces. 
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KENYON: Do you think that reporting to law enforcement should 

be made mandatory?  

 

DENLEY: As I say, we would definitely always encourage people 

to report it to the police to enable a law enforcement response.   

 

KENYON: But mandatory, do you think it should be forced upon 

people by the law? 

 

DENLEY: I think that that’s an interesting policy discussion that 

is worth having, but I don’t think it’s for me to advise on the legal position as it stands.  

 

KENYON: Other influential figures in the sector take a firmer 

view.  Ciaran Martin was the first ever Head of the National Cyber Security Centre and is 

now a professor at the Blavatnik School of Government at Oxford University. 

 

MARTIN: Frankly, it’s a bit ridiculous that organisations don’t 

have to report ransomware attacks and don’t even have to report when they’ve paid.  It’s a 

slam dunk that there should be mandatory reporting requirements for ransomware so that we 

can get more data to get a grip of the situation.  No one has the right to give money to 

criminals in secret, whatever the circumstances, and if we do nothing in any aspect of 

ransomware, then the problem is just going to at least stay as bad as it is or it’s going to get 

worse.  At the moment in ransomware, the reason why it’s spiralling out of control is that 

every single factor works in favour of the criminals.   

 

MUSIC 

 

KENYON: There’s no sign of reporting becoming a legal 

obligation in the UK, but the Home Office told File on 4 it encourages anyone who thinks 

they may be a victim to report the incident.  In Australia, a parliamentary bill has been 

introduced to make it mandatory to report the payment of ransoms.  And in America, the 

Biden administration is considering doing the same.  But the NCA’s John Denley has some 

reservations. 
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DENLEY: The reason that I pause on giving advice about a 

specific policy decision is that there may be a range of policy decisions that impact on each 

other.   

 

KENYON: Some people might be surprised by that because they’d 

say all we’re really asking is should a crime be reported to the police. 

 

DENLEY: I mean, we would always encourage people to report 

cyber crime to the police in the first instance through Action Fraud. 

 

KENYON: But these are victims of crime, aren’t they? 

 

DENLEY: Yes, they are.  But what I’m saying is, to make that 

mandatory and a legislative position, ie that it’s an offence not to report it to the police, is 

something that should be taken into consideration with other policy decisions.  

 

KENYON: He’s talking about the biggest question of all, the one 

that goes right to the heart of the fight against ransomware attacks.  Should the payment of 

ransoms be made illegal?  Ciaran Martin again. 

 

MARTIN: I would start with the presumption in favour of banning 

ransom payments.  It’s not a matter of civil liberties, it’s my money, I can do what I want 

with it.  No, it isn’t, when the proposition on the table is to transfer large amounts of money 

under duress to criminals, mostly in Russia, so the presumption should be in favour of 

banning. 

 

MUSIC 

 

KENYON: Ransomware gangs grow and prosper only because 

people pay.  Each ransom goes towards further criminal activity and the Government strongly 

advises against paying.  And yet …. 

On occasions, the police assist or accommodate victims in paying these organised crime 

groups, don’t they? 

  



- 18 - 

DENLEY: It’s not our decision to tell the companies whether or 

not to pay ransomware.  We do not encourage, endorse nor condone the payment of ransoms. 

 

KENYON: But sometimes you will accommodate them, if the 

company wants to? 

 

DENLEY: Should a company make a decision to pay a ransom, 

we will make sure that we work with them to understand that payment so that we can 

maximise intelligence and evidential opportunities.  

 

KENYON: But we know that a lot of these are large, well-known, 

organised crime groups and you’re accommodating victims, assisting them, if you like, to 

make payments into organised crime.  Some people will find that extraordinary.  

 

DENLEY: As I said already, our role is to work with the company 

to minimise and mitigate the immediate risk posed to them and, once that risk is posed, to 

maximise evidential opportunities to bring the offenders to justice. 

 

KENYON: As things stand it’s only illegal to pay terrorists and 

proscribed groups.  Ciaran Martin has some sympathy with the police who arrive at the scene 

and might find themselves helping facilitate a ransom.  

 

MARTIN: For as long as it’s legal, that’s a rational thing to do in 

certain circumstances.  I mean, ransomware attacks are brutal to suffer.  You can’t sort of see 

the harm, but things don’t work.  So, if you’re a company and you’ve decided lawfully to pay 

the ransom, whilst I wouldn’t approve of that, it’s not illegal under current law.  You may be 

locked out of your systems so you can’t access the money.  If you then ring up a bank and 

say, could you get me £10 million worth of cryptocurrency so I can pay some Russian 

criminals, given the way modern financial regulation works, the bank might somewhat baulk 

at that request, so you may need some assistance, and there are professional negotiators that 

people can hire, but also law enforcement can help. 
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KENYON: John Denley from the National Crime Agency says 

outlawing ransom payments would mean victims are punished twice: they’ve lost their data, 

and they’re being prosecuted for trying to get it back. 

 

DENLEY:  They are a victim of crime that are being subjected to 

threats and therefore they’re not making an informed decision to assist a crime group. 

They’re trying to make a payment to preserve their lifestyle and their livelihoods.  I think we 

just need to be careful of the perception that we criminalise the only opportunity that they 

may have to actually recover their data and protect their livelihoods.  

 

MUSIC 

 

KENYON: But there’s another layer to all of this.  Payments are 

often funded by insurance companies - and cyber gangs know it.  Mitch Mellard from Talion 

says it’s fuelling the rise in attacks. 

 

MELLARD: It provides extremely juicy targets for these 

ransomware actors, because they know that there are certain companies that are covered by 

these insurance policies, that if they do manage to breach them, they have an almost 

guaranteed payday.  And another facet of this is that if a company has that safety net, they are 

more likely to be lax with investment in their security posture, so you have companies that 

just view this as an expense of operating rather than they should be protecting their crown 

jewels and they should be protecting the personal data of their employees. 

 

KENYON: Insurance companies say cyber insurance is only 

agreed if companies have taken reasonable precautions against a cyber attack in the first 

place.   

 

MUSIC  

 

ACTUALITY AT SCHOOL 
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KENYON: Back at the Harris School in Bromley, the clock is 

ticking.  The ransom stands at $3 million and the cyber gang has begun phoning members of 

staff to harass them.  It’s ten days since negotiations began.  There’s a final deadline, and 

Emilie’s stalling tactics are getting to them. 

 

MAN’S VOICE: You have 30 minutes left.  Don’t you give a damn 

about personal data leak?  The first part of the data is being prepared for publication soon. 

 

KENYON: Chief Executive, Sir Dan Moynihan, was having 

sleepless nights about information that might be leaked onto the dark web.  He’s made his 

decision, based on his determination not to set a precedent for further school attacks. 

 

MOYNIHAN: It was clear to us from the beginning that we weren’t 

going to pay this one, because the money we have is for children in London, and publishing 

the data could cause us embarrassment, it could cause a safeguarding issue, which is not 

good, it could put staff identity at risk.  But for us, there was no guarantee that if we paid, we 

could be sure that actually we’d get our data back. 

 

KENYON: Data from the Harris Schools was indeed posted on the 

dark web, but the drawn-out negotiations gave the Israelis time to plug any further 

vulnerabilities in the schools’ systems.  Nevertheless, the costs have been huge. 

 

MOYNIHAN: We’ve got over forty thousand devices.  They all had 

to be scanned to see if they were clean or carrying the virus, so we needed to buy in IT staff 

who are qualified to do this from an agency, and then we had other costs, such as paying 

overtime to people, our IT technicians.  They worked seven days a week for five weeks.  

 

KENYON: So, what was the overall bill? 

  

MOYNIHAN: The overall bill was in excess of half a million pounds.  

 

KENYON: They’re hoping to get most of that back through 

insurance.   
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ACTUALITY IN SCHOOL 

 

KENYON: Three months on, headteacher Ciara Warnock says 

things are almost back to normal. 

 

WARNOCK: We’re still feeling some of the glitches as a result of 

the cyber attack, and actually the Federation have had to invest quite heavily in making sure 

that our IT systems are back up and running to support and prevent anything like this from 

happening again.  

 

KENYON: In terms of student coursework that you couldn’t 

access, have you got that back?  

 

WARNOCK: Fortunately, yes, we have got it back.  That was 

probably, I think, for our year 11 and 13 students, the biggest anxiety they had and probably 

one of our biggest priorities, because that affected the teacher-assessed grades that needed to 

be submitted to the exam board. 

 

ACTUALITY AT G7 SUMMIT 

 

MAN: Mr President, welcome to Cornwall. 

 

BIDEN: It’s a great pleasure to be here. 

 

MAN: Fantastic to see you. 

 

KENYON: In June, cyber attacks were top of the agenda at the G7 

summit in Cornwall.  Leaders accused Moscow of harbouring gangs like REvil, allowing 

them to extort foreign organisations with impunity. 

 

EXTRACT FROM NEWS REPORT 

 

NEWSREADER: President Biden and Russian President Putin held a 

historic summit in Geneva earlier.  It was the first face to face …. 
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KENYON: President Biden used his first meeting with President 

Putin to confront him directly, referring to the Colonial pipeline attack.   

 

BIDEN: I talked about the proposition that certain critical 

infrastructure should be off-limits to attack, period.  By cyber or any other means.  I gave 

them a list, sixteen specific entities, sixteen defined as critical infrastructure under US policy. 

 

MUSIC 

 

KENYON: Judging by REvil’s global strike last week, it appears 

Moscow has little intention of controlling its hackers.  Ciaran Martin says this issue goes 

beyond boardrooms and executives agonising over whether to pay or not - it’s a national 

security threat. 

 

MARTIN: I think we need to look seriously at ransomware.  We 

need to look at what pressure can we put on Russia to stop harbouring these criminals.  And 

here, I think, we’ve got to rethink how we are as a society and how we approach this.  So, if 

you look at the United States, for example, President Biden and his administration have now 

declared very loudly that ransomware is a national security threat.  I agree with that.  But if 

that’s true, if it’s a national security threat, it’s the Government’s job to deal with it. 

 

KENYON: In the meantime, Sir Dan Moynihan says we can all do 

our bit to stop the hackers running wild. 

 

MOYNIHAN: We need a greater awareness of this threat.  It’s a 

modern new threat and I don’t think any of us are sufficiently aware of it and we need to take 

it seriously, and I think we need more people to take the line that if they’re hacked, they 

won’t pay.    

   

   

 


