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WOMAN: Police across the globe have successfully infiltrated 

leading dark web criminal markets.  The result is that the trade in illegal drugs, stolen credit 

cards and indecent images of children is shifting to encrypted mobile phone apps.  Geoff 

White reports. 

 

ACTUALITY IN CAFÉ 

 

WHITE: I’m in a cafe in Bristol, I’ve got a mobile phone and 

I’m investigating crime on mobile apps.  With no questions asked, I’ve just joined a chatroom 

full of people offering stolen credit card data.  I’m going to tell them I’m looking for UK 

information. 

 

ACTUALITY – PHONE RINGING 

 

WHITE: Within minutes, a seller was on the phone. 

 

MAN: Hello.  What do you need? 

 

WHITE: I need UK cards, UK credit cards. 
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MAN: Okay, Okay.  It is $25. 

 

WHITE: $25? 

 

MAN: Yes. 

 

WHITE: He wasn’t the only one offering - and the data being 

traded?  It’s real.  We managed to track down just one of the thousands of victims. 

You may recognise some of that information. 

 

CARD VICTIM:  I recognise all of that information. 

 

WHITE: There’s a bank account number on there.  Does it 

match a bank account that you have? 

 

CARD VICTIM: It does.  It’s very alarming to see it.  Someone has a 

very sophisticated way of hacking into my information.  

 

WHITE: A new breed of encrypted mobile phone app means 

these criminals can tout their wares in public, but do the deal in private. 

 

SILVER: You can do a secret chat, what’s called, and you can 

delete the chat from both sides, no evidence and it is working very good for us. 

 

WHITE: Some fear the crooks may end up beyond the reach of 

police. 

 

VICTORIA: Traditionally, law enforcement has been able to ask for 

lawful interception, and that involves a wiretap listening into the device and capturing that 

data.  The challenge with end-to-end encryption, of course, is that they can request that data, 

but the data will come back scrambled. 

 

MUSIC 
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WHITE: Meantime, for the criminals, there’s big money to be 

made - and no shortage of ways to spend it. 

 

CALTON: This collection of photographs that are taken primarily 

of shoes that were seized from the home address from the bedroom that Kurt Lai Lan 

occupied. 

 

WHITE: But this is a lot of shoes.  This isn’t just a couple of 

pairs. There’s dozens here. 

 

CALTON: I think it was 32, 33 pairs of shoes in total, but they are 

high-end shoes, so Gucci, Louboutin.  

 

WHITE: DC Helen Calton of the South East Regional 

Organised Crime Unit shows me the luxury lifestyle funded by dark web drug dealing. 

 

CALTON: We seized one Rolex watch that was valued at 

£10,000, thousands of pounds are being spent on lavish accommodation within London.  At 

the same time he has gone to Harrods. 

 

WHITE: Oh yes, there’s a Harrods record here.  Let’s have a 

look at this one. 

 

CALTON: You’ve got nearly £900 in the menswear department, 

£230 in perfumery, he put down a deposit for an £80,000 Mercedes. 

 

WHITE: That’s right.  It says Mercedes Benz S coupe – price 

£80,005 and two pence. 

 

CALTON: Correct. 

 

MUSIC 
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WHITE: Kurt Lai Lan may have been trading on the dark web, 

but he was caught by DC Helen Calton and her team using less hi-tech methods.  A package 

of drugs from Amsterdam to his Portsmouth address was intercepted by UK Border Force. 

They tipped off the police, who raided the house. 

 

CALTON: Initially it is chaos.  We have got one suspect who is 

trying to run out of the back door and officers have seen him throw something over the fence. 

He’s asked what it was and he’s just said it is a cigarette.  But we recovered a USB stick from 

a neighbouring garden, and on the USB stick are numerous files that indicate that he has 

numerous profiles on the dark web, various marketplaces that he has got access to and has 

clearly got a very solid business. 

 

WHITE: A business that made hundreds of thousands of pounds 

trading ecstasy under the pseudonym Stone Island.  Among the customers were Jacques and 

Torin Lakeman. 

 

MUSIC 

 

LAKEMAN: Jacque’s on lead guitar and Torin is on the bass guitar. 

 

WHITE: They’re really good actually, they sound really good.  

 

LAKEMAN: Yeah, they are very good. 

 

WHITE: With their performance preserved on YouTube, Ray 

Lakeman can still watch his two sons play.  Torin smiles nervously as his older brother hogs 

the camera.  They’re brimming with potential. 

Who got into it first?  Was it the older or the younger one? 

 

LAKEMAN: Jacques did really.  I mean, ever since he was given a 

guitar when he was about eight, and he was ridiculously good. 

 

WHITE: And did Torin sort of follow along,?  Kind of the 

younger brother following along? 
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LAKEMAN: Well he did.  I mean, they did nearly everything 

together and so it was a natural thing for Jacque to want Torin to be in the band.  They were 

very, very close, since there was only 15 months between them. 

 

WHITE: By 2014, the two brothers had left the family home on 

the Isle of Man.  Now aged 19 and 20, they decided to meet up to go to a football match in 

Manchester.  Ray knew his eldest had dabbled in drugs.  Unknown to him, Torin had done 

the same. 

 

LAKEMAN: Little did we know that by this time he was already 

getting involved in taking ecstasy and things like that, and it was obviously part of their, they 

were going to have a good weekend, watch the football, and this was going to be sharing this 

ecstasy was going to be there.  It was the last bit.  They got back to where they were staying, 

went up to bed, watched a video, which they would always have done together, and that was 

it - they weren’t seen again. 

 

WHITE: When he hadn’t heard from them after the match, Ray 

tried their mobiles but got no answer.  He called the police, then hotels, then hospitals.  The 

family began to fear the worst. 

 

LAKEMAN: About eight o’clock on the Monday evening, first of 

December, we got a knock on the door and when I answered it, it was two policemen.  And of 

course, as soon as we saw them, we knew.  My wife said, have you come to tell me what we 

already know?  And the police just said they’d been found, they were both dead and it was 

something that they’d ingested and they would have to wait for the toxicology reports. 

  

WHITE: Reports which showed the brothers, the Lakemans’ 

only children, had died in their hotel room after taking five or six times the lethal dose of 

ecstasy. 

 

LAKEMAN: We were taken to the mortuary.  My wife couldn’t go 

in.  She was just too much, and it’s just, it’s just horrible.  It’s just not, not anything you can 

imagine, ever want to imagine, to see your two sons laid out like that, but it had to be done.  

It was something that was necessary. 
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WHITE: Ray now campaigns for Anyone’s Child, a charity 

calling for drugs to be legally regulated rather than outlawed.  He says youngsters will always 

find ways to buy.  In Torin’s case, it was the dark web. 

 

LAKEMAN: They found all the information on his laptop, on his 

phone and that was the first time the dark web was actually mentioned, and one of his friends 

who had helped him buy the drugs on the dark web was insistent that one of the reasons why 

they did it was because it was very hard to track down and very hard to trace.  

 

WHITE: That’s because dark websites actively hide the 

identities and activities of their users, who run special software to access the sites.  Useful for 

those avoiding censorship, but also for criminals, including drug dealers like Kurt Lai Lan. 

Prosecutors couldn’t prove he’d sold the Lakeman brothers their fatal dose of ecstasy, and his 

lawyer argued there was no causal link to their deaths.  On other charges though, Kurt Lai 

Lan was sentenced to 16 years in prison.  He’d been trading on, among others, a dark web 

site called AlphaBay, and he was far from alone. 

 

ORMSBY: It certainly had tens of thousands of listings of illegal 

items and turned over hundreds of millions of dollars at least. 

 

WHITE: Journalist and author Eileen Ormsby has been tracking 

the dark web’s development.  Speaking down the line from her home in Melbourne, she told 

me AlphaBay was the biggest criminal market yet seen. 

 

ORMSBY: It was selling mostly drugs, but it also sold weapons, 

stolen personal information, computer hacking tools, malware, ransomware, stolen goods and 

services, identity theft.  So basically, with few exceptions, if it was illegal, it could be 

purchased on AlphaBay. 

 

WHITE: But unknown to its owners, AlphaBay’s days were 

numbered. It was in the sights of the FBI, and it was set to become part of an international 

police sting that would shake the criminal dark web to its foundations. 
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ACTUALITY ON AEROPLANE 

 

CAPTAIN ANNOUNCEMENT: It’s my great pleasure to be your Captain this morning 

on this flight to Amsterdam.   

 

WHITE: I’ve come to the Netherlands to meet one of the people 

behind a groundbreaking police operation to penetrate the shadowy world of dark web crime. 

 

ACTUALITY MEETING BAS DOORN 

 

WHITE: Bas, how are you doing? 

 

DOORN: Good. 

 

WHITE: Nice to meet you.  You all right?  Fab!  How’ve you 

been? 

At just 30 years old, Bas Doorn now runs a tech security company, even though he looks 

barely out of university.  His youthful demeanour belies a significant career.  He used to work 

for the Dutch National Prosecutor’s Office.  Back in 2016, they got a tip-off.  It led them to 

the computers behind a website called Hansa, one of the biggest dark web sites and a rival to 

AlphaBay.  Rather than shut the Hansa site down, Bas and his colleagues came up with a 

radical idea. 

 

DOORN: The plan was to try to arrest the administrators, 

because if they would still be involved then it would get very complicated.  So the idea was 

get them out of the way and then trying to take over their role as administrator of the 

marketplace, while keeping the marketplace running.  And the main reason for that is that, 

even though you take down a marketplace, you still don’t have access to everybody on there - 

to all the vendors and buyers.  You don’t know anything about them.  So this would be a 

strategy to gain more information about users of the marketplace.  

 

WHITE: So you’re talking about Dutch law enforcement 

effectively taking over the running of a dark web site, a criminal website? 
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DOORN: Yes, that was the plan. 

 

WHITE: At the same time, his team found out the FBI was 

planning to shut down AlphaBay, the world’s biggest dark web site.  For the Dutch, it 

presented a golden opportunity. 

 

DOORN: What we hoped for is that they could do the takedown 

while we were controlling Hansa market and that people would flock towards Hansa Market, 

being an alternative for AlphaBay, and since AlphaBay was so much bigger, that would be a 

good strategy, we thought. 

 

WHITE: So basically, all the people who can’t get access to 

AlphaBay anymore buy their drugs there, for example - they will all flock to Hansa and, of 

course, you control Hansa. 

 

DOORN:  Right, and we already saw at earlier takedowns that 

most of the time what happens. 

 

WHITE: It was called Operation Bayonet.  And it worked.  In a 

near-perfect pincer movement, when AlphaBay closed, many of its users switched to Hansa, 

blissfully unaware they were now buying criminal goods on a site controlled by Dutch 

authorities.  And to maintain the pretence that the site was still operating as usual, Dutch 

police found themselves answering computer support queries for crooks, known as ‘tickets’. 

 

DOORN: So people send in tickets because, for example, an 

order didn’t work or they’re complaining that someone isn’t paying more, stuff like that, or 

some bug, and then we just had to fix it and send them an answer.  Well, we’re looking into 

the bug, we’re going to fix it. 

 

WHITE:  So there’s a bunch of police in Holland answering tech 

queries and issues for a drug marketplace? 

 

DOORN:  Yeah, yeah, exactly [laugh]. 
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WHITE: When they eventually closed Hansa after a three-week 

run, the intelligence that Dutch police had gathered led to arrests around the world.  Eileen 

Ormsby. 

 

ORMSBY: After the Dutch police had run it for a month, they put 

up a notice on the Hansa market, basically telling them the police had been running this for 

the last month, expect a knock on your door fairly soon.  And apparently they are still 

knocking on doors now as they have been unmasking these drug dealers and drug buyers 

from the Hansa market.  And what it did was, for the first time I think it really spooked a lot 

of people.  It sort of put the dark markets into disarray. 

 

ACTUALITY ON CANARY WHARF 

 

WHITE: So the police managed to shut down two big dark web 

marketplaces, but afterwards it’s not like the cyber criminals just shut up shop and stopped 

what they were doing.  They moved with the times.  And to find out where they moved to, 

I’ve come here to Canary Wharf in central London.  Here among the plazas and the fountains, 

there’s a security company who’ve got a fair idea where those cyber criminals have pitched 

up now. 

 

ACTUALITY MEETING RAFAEL AMANO 

 

WHITE: Rafael, good to meet you. 

 

AMANO: You too. 

 

WHITE: I’m on the roof terrace of one of the buildings and I’m 

meeting Rafael Amano.   

 

AMANO: One of the things we do here is monitor how data is 

monetised by malicious actors. 

 

WHITE: He works for Digital Shadows.  They’re a tech security 

and intelligence company. 
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WHITE cont: As he showed me at their offices, there are still a few 

dark websites offering criminal goods, but they’re adapting their business models after 

Operation Bayonet. 

 

AMANO: So once you log in, take a couple of seconds. 

 

WHITE:  So on the left hand side, this does look like one of 

those normal internet shopping sites.  You’ve got products list on the left hand side.  The 

difference is the products are drugs, counterfeit goods, carding - credit cards, presumably - 

hacking tools.  Wow.  This looks like a normal marketplace but it’s criminal goods, basically. 

 

AMANO: Yeah, it’s maybe not as flash as an Amazon or an 

eBay, but you can see the model is very, very similar. 

 

WHITE: But Rafael says these sites are increasingly just shop 

fronts.  Ever since the joint US-Dutch operation, the crooks have been pushed deeper 

underground.  The deals are now done somewhere else. 

 

AMANO: What happened with Operation Bayonet is, it really 

sent a shockwave.  What we started to see more and more of, people would prefer to conduct 

their transactions away from sort of the public forum or the marketplace.  So what you’d see 

is someone would put sometimes a cryptic message saying, oh I’m selling x and x or they 

could be even more overt with it, saying I have 10 different accounts for this particular bank 

for sale or payment cards from this particular region - message me directly for more details. 

 

WHITE: And those direct messages are increasingly being sent 

using a new breed of encrypted mobile phone apps. 

You don’t have to be a spy or a cybercriminal to find and use these apps.  I’ve downloaded a 

few onto my phone just now.  They’re all available and most of them are free. What makes 

them different is how they protect the messages that you send. 

 

BAINES: I’ve worked in the space of cybercrime for over a 

decade now, and I was working for the National Crime Agency’s predecessor, the Serious 
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BAINES cont: Organised Crime Agency.  I then moved on to work for 

the European Police Agency, for Europol. 

 

WHITE: Now a freelance cyber security expert, Victoria Baines 

says there are two different levels of encryption. 

 

BAINES: Some apps will encrypt the traffic, scramble it between 

your phone, your device and their servers.  So you send a message, it goes to - if we use the 

example of a big social media site - it goes to their servers and then they will transmit that 

message to somebody else, to the intended recipient, but on their servers you’ll still be able to 

see the messages.  With end-to-end encryption, if you were to send a message to me, it would 

be completely encrypted; only you and I would be able to read that message and nobody 

would be able to read the message in-between. 

 

WHITE: Even the company that runs the service, the app? 

 

BAINES: Even the company that runs the service. 

 

WHITE: What kind of challenges does that then present for law 

enforcement?   

 

BAINES: Traditionally, law enforcement - under certain very 

strict circumstances, I should add - has been able to ask for lawful interception, and that 

involves a wiretap really, as we used to call it back in the days of landline telephony, 

listening in to the device and capturing that data.  The challenge with end-to-end encryption, 

of course, is that they can request that data, but the data will come back scrambled.  There’s 

no means to recreate it, except on the devices of the people sending and receiving the 

messages. 

 

WHITE: This isn’t underground spy stuff .  Apps you may well 

have heard of use this technology perfectly legitimately: WhatsApp, which is owned by 

Facebook, and Apple’s iMessage, they both use end-to-end encryption.  It ensures privacy – 

MPs, for example, reportedly used WhatsApp to discuss concerns over sexism in Parliament. 
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WHITE cont: But that same privacy encryption can be used for 

crime.  And when I talk to Rafael at Digital Shadows, there’s one particular service that 

comes up time and again: Telegram. 

 

AMANO: Telegram’s USP - its unique selling point - is all based 

around privacy, security, protection for its users.  Genuine upstanding users are on it every 

day, but also malicious users and cyber criminals have also flocked to it as well.  Telegram 

channels go up and down very quickly.  It is very easy to create one, so your law enforcement 

operative is going to be a lot more difficult to pinpoint which particular ones you want to take 

down. 

 

WHITE: And have you seen people that you recognise through 

their usernames or through what they’re offering or through their business name that you saw 

on the dark web that you’re now seeing in places like Telegram? 

  

AMANO: Yeah.  They will then have their own dedicated 

Telegram channel, because they know people go on the forum, but then they also want to go 

on Telegram as well to conduct business directly, or people on their phones can just easily 

access Telegram whenever they want. 

  

WHITE: So you can buy a stolen credit card walking down the 

street on your mobile phone? 

 

AMANO: Yeah.  

 

WHITE: For the crooks, it seems too good to be true.  They can 

advertise their wares on Telegram’s public forums, then do the deal in secret using its 

encryption tech.  We decided to put that to the test. 

 

ACTUALITY IN CAFÉ 

 

WHITE: So I’ve joined Telegram and I’ve joined a group that 

appears to be all about stolen credit cards.  There’s offers of cards and also UK cards are 

listed in here.  As soon as I’ve joined this group, it’s remarkable - half a dozen people have 
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WHITE cont: instantly messaged me, basically selling their wares. 

One of them’s saying, do you need UK cards, another one saying, what do you need, can we 

work together?  Somebody’s contacted me here, he has given a name, I’m not sure whether 

that’s his real name. But I’m going to message him and see what’s he’s offering. 

 

ACTUALITY OF PHONE CALL 

 

WHITE: He was soon on the phone. 

 

MAN: Hello.  What do you need? 

 

WHITE: I need UK cards, UK credit card. 

 

MAN: Okay, they’re $25. 

 

WHITE: $25? 

 

MAN: Yes. 

  

WHITE: How many cards do you have? 

 

MAN: I have about fifty now. 

 

WHITE: You have fifty? 

 

MAN: Yeah, fifty now. 

 

WHITE: UK, is that? 

 

MAN: Yes, UK. 

 

WHITE: Where do you get the cards from? 
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WHITE cont: So one of users of this Telegram group has just called 

me.  As soon as I logged onto the group, he started calling.  He says he has fifty UK cards; 

he’s prepared to sell me one for $25, but if I want to get the mobile phone number, the email 

address – what’s called the fullz - he’ll give me that for $30.  He’s given me his bitcoin wallet 

address.  When I asked him where he got the cards from, he said that they got them from a 

website.  I don’t know whether that means he bought them himself from a website or whether 

they’ve hacked a particular website, but either way his wallet address is coming through and 

he’s ready to do business. 

In the end, we didn’t even need to take him up on his offer.  On the same Telegram group 

where he was advertising, we came across very personal data and financial information being 

given away for free.  That’s not uncommon, according to cybercrime expert, Rafael Amano. 

 

AMANO: So what a lot of sellers will do is they will provide 

some sort of taster to prove that what they offer is legitimate.  So they may offer one set of 

stolen card information and the associated details out there so people can see and make a 

nominal purchase with it and say, oh actually it does work. 

 

MUSIC 

  

WHITE: I’m looking at this person’s entire personal record – 

I’ve got her name, email address, phone number, date of birth, home address, her credit card 

number including the 3-digit number on the back, her bank account number, password - even 

her mother’s maiden name.  Using this, I could potentially log in to her accounts.  I could 

certainly pass some of the identity checks you get on the phone these days.  And this was all 

published on Telegram for free.  Question is: is any of this stuff real? 

You may recognise some of that information. 

 

CARD VICTIM: I recognise all of that information.   

 

WHITE: What can you see on there? 

  

CARD VICTIM: My mother’s maiden name and my mobile number, 

address, date of birth and the name I don’t normally use to identify myself – my middle 
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CARD VICTIM cont: name.  Yeah, someone has a very sophisticated way of 

hacking into my information without my knowing it. 

 

WHITE: The credit card had expired, but perhaps more 

worryingly, the bank details were still live. 

Wow, hang on.  Can I look at your card there a sec?  

 

CARD VICTIM: Yes.  

 

WHITE: So let’s just check.  So this is a UK bank card.  I’m not 

going to say the bank, but let’s just check.  That is actually your bank account number, isn’t 

it? 

 

CARD VICTIM:  It is.  It’s very alarming to see it. 

 

WHITE: What do you think is the most worrying thing about 

this? 

 

CARD VICTIM:  Someone knows my postal address so they can get to 

where I live.  They can access my bank information, which I’m going to have to notify my 

bank about.  

 

WHITE: What steps do you think you want to take now? 

 

CARD VICTIM:  I want to change my bank account details, which is a 

big deal because a lot of things are tied in with that, but it’s not safe to keep it like that 

anymore, so I’ll be doing that first thing. 

 

WHITE: I mean, what do you make of a service like this, where 

people can just trade this kind of stuff for free almost? 

 

CARD VICTIM:  I’m kind of shocked and surprised at how open it is, 

because I would have thought that leaves more scope to be caught by the authorities, unless 
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CARD VICTIM cont: they think that local police are so inundated they won’t 

even bother, so they can be so blasé about it. 

 

WHITE: She has now reported the incident to the police, and 

taken steps to avoid further harm.  We also destroyed our records of her details.  I put her 

point about why police don’t seem to be looking for this type of criminality to Ben Wallace, 

the Security Minister. 

 

WALLACE: I think the answer would be that people need to 

understand that the internet is an incredibly vulnerable place for all of us to go, and our 

trading and everything else. 

  

WHITE: But not for the police, they can … 

  

WALLACE: No, no, but there are millions and millions of people’s 

information that have been stolen.  That’s why the Government set up the National Cyber 

Security Centre, to help advise individuals, small businesses, charities, big businesses about 

how to keep data safe.  So the reality for the lady is, you know … 

  

WHITE: It sounds like the reality is tough luck, to be quite 

honest. 

  

WALLACE: It’s not tough luck.  If you sort of recognise that that is 

the reality and that we are all at some stage potentially going to be a victim of those things, is 

why we say change regularly your password and don’t take obvious passwords and, you 

know, have anti-virus software in your computer.  Make sure you protect yourselves and do 

some of the basics that are important.  It is the way to do it. 

 

WHITE: It’s not just stolen credit card data that’s for sale on 

Telegram.  Following the closure of the big dark web markets, drug dealers have set up shop 

there too. 
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SILVER: You can, as a customer, buy weed wherever you are in 

Israel.  People describe that it’s easier than ordering a pizza.  You can choose from a lot of 

dealers. 

 

WHITE: How many users do you have?  How many dealers are 

there? 

 

SILVER: We have a little bit more than 250,000 users using on 

Telegram and a little bit over 4,000 dealers.  

 

WHITE: Amos Silver runs a service using the Telegram app to 

link up marijuana dealers with customers.  At the moment, it’s just in Israel, but he has got 

global ambitions. 

 

SILVER: Especially the UK, I know, because a good friend ask 

me.  He said that he visiting in London and he ask me for help to find a dealer.  And I found 

that we have a few dealers over there.  If we can make it to be a legal company, so we can be 

like Uber all over the world. 

  

WHITE: Just to be clear, I mean, this trade is illegal in Israel, 

isn’t it?  It’s illegal certainly to sell marijuana. 

 

SILVER: Yes, that’s the whole point.  It’s not legal in Israel, but 

we’ve found a way that we can still be able to open the market, even though it is not legal. 

 

WHITE: Why Telegram?  Is there a particular reason why that 

platform? 

 

SILVER: Telegram is considered to be a very safe app.  You can 

do a secret chat, what’s called, and you can delete the chat from both sides.  There’s no 

evidence and it is working very good for us. 
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WHITE: Amos Silver served seven months in prison in Israel 

for drug use, and is now in the USA.  He claims his service has an income of around 

$300,000 a month, and has dozens of managers and technicians. 

 

ACTUALITY IN COVENT GARDEN 

 

WHITE: Even though it was born in Russia, Telegram has a 

limited liability partnership that was registered here in the UK.  It was at this address I’m 

outside now in Covent Garden in central London.  Actually there’s nothing on the building 

that says Telegram, it looks like a generic office, so I’m going to go in and see if anybody 

from Telegram can speak to me. 

 

ACTUALITY ON STREET 

 

WHITE: So, that was interesting.  There is no one from 

Telegram in the building.  They can’t even pass on any messages.  Apparently this is just a 

mail forwarding address, so they’ve suggested that I give Telegram a call or send them an 

email. 

Crime on Telegram doesn’t stop at drugs and stolen credit cards. We found evidence of 

something even more serious – the sharing of child sexual abuse material.   

Following a tip off, we’ve discovered what seems to be a new tactic being used by 

paedophiles.  On the one hand, they want to use the secrecy of Telegram to communicate, but 

they still want to publicise their groups to other paedophiles.  So here’s what they do.  They 

upload junk videos to YouTube.  It could be anything. 

 

ACTUALITY OF YOUTUBE VIDEO 

 

WHITE: This one is just a random animation video.  There’s 

nothing illegal in this clip.  But in the comments section underneath the video, that’s where 

they paste links to Telegram groups.  And we’ve been told at least one of these groups 

contained hundreds of images of child sexual abuse.   

We gave our findings to the National Crime Agency, who told us the Child Exploitation and 

Online Protection Command would investigate.  There’s a good reason for paedophiles to use 
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WHITE cont: popular websites like YouTube to publicise Telegram 

groups, according to cybersecurity expert, Victoria Baines. 

 

BAINES: YouTube is indexed by Google, which means if you’re 

an entry level - for want of a better phrase - viewer of child abuse material, you may start 

Googling.  And while Google tries to put restrictions on that, this is publicly accessible on the 

web, so it’s a means of getting people who are curious or idly searching into a closed space 

where they can access material.  

 

WHITE: They are effectively hijacking YouTube comments and 

Google to get the message out about their groups? 

 

BAINES: It’s exactly that.  It’s a billboard, it’s an advert. 

 

WHITE: In a statement, YouTube told File on 4 they have a 

zero tolerance approach to child sexual abuse material and they have invested heavily in 

technology, teams and partnerships with charities to tackle the issue.  They said if they 

identify links, imagery or content promoting this kind of material, they report it to the 

relevant authorities, remove it from YouTube and terminate the account.  We showed our 

findings to the Children’s Commissioner for England, Anne Longfield. 

You go to the YouTube video and then in the links below, you get links that lead to a 

Telegram chat and this seems to be how these links are being shared. 

 

LONGFIELD: And what we know is that those people who want to 

share information around child pornography will find ways, you know - they spend a lot of 

time online and they’re very experienced online and know a lot.  They will find ways of 

depositing that information and getting that out through networks.  Clearly you’re three clicks 

away from child pornography. 

 

WHITE: It does imply, doesn’t it, that technology companies, 

among them people like Telegram, just aren’t doing the kind of searching that we’re doing, 

because if they were doing the searching and they were seeing this stuff, then they would 

presumably delete it, delete the groups? 
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LONGFIELD: Yeah. 

 

WHITE: They don’t seem to be looking for it. 

 

LONGFIELD: Completely.  So it seems to me that there isn’t the will 

to do that and that we’re being fobbed off with warm words.  It isn’t real.  What is reality is 

that kids can click on here and in two clicks be to a place that any parent would be deeply 

worried about, or indeed can see exploitation of children that shouldn’t be there and quite 

probably isn’t legal. 

 

WHITE: There’s a good reason why tech companies behave like 

this.  Under current law, companies like Telegram only have to take down criminal or 

harmful stuff after they’re told about it.  It’s a publish-first-ask-questions-later approach that 

Anne Longfield wants to change. 

 

LONGFIELD: There’s been much more talk from government 

ministers about a duty of care.  I guess there will be a discussion around whether it should be 

a voluntary duty or whether it should be legally backed.  We’re clearly going to the point 

where I think it needs to be legally, have legal enforcement. 

 

WHITE: So if this duty of care happens, talk me through how it 

will look for technology companies. 

 

LONGFIELD: If you’re a child going online, then you would expect 

first of all that the tech companies had made efforts to track and remove any content or links 

around child sexual exploitation or child pornography.  If you found that content there, as a 

child, you would expect to be able to report it and expect for it to be taken down, I would say 

within 24 hours. 

 

WHITE: Legal changes may be on the way. The UK 

Government is working on a White Paper, which could include this duty of care.  And 

Security Minister Ben Wallace says steps have already been taken to beef up the response to 

online crime. 
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WALLACE: We set up a £1.9 billion cyber security programme, 

within it, for example, spending £9 million last year on dark web exploration and a whole 

range of other initiatives - undercover online, developing capabilities and techniques in order 

to penetrate these groups who are doing this type of crime. 

 

WHITE: Just on the legal side, these apps are operating 

completely legally, giving away credit card information and enabling encrypted comms.  It’s 

all legal at the moment. 

 

WALLACE: The thing is, you describe a fair challenge, but the 

solutions are not straightforward because, okay, so let’s say an app is based in, I don’t know, 

Cuba.  We can do certain things to prevent it operating, but you know, the hard end of how 

do you deal with it, I mean, we’re not going to sort of land and invade Cuba are we?  There 

are big challenges about how the internet works and so we can do some things, which we are 

going to change, so at the moment, as you say, they can host these things unless it’s notified 

to them, they don’t really have any obligation.  Well we are exploring in the online harm 

white paper, the area of duty of care, to say actually you’ve got to do more than that.  You’ve 

got to have a duty of care towards the people that are going to be using your internet, and if 

you don’t fulfil that, then one of the things we’re exploring is there will be a regulator 

involved.  

 

WHITE: Telegram told us they engage in proactive searches to 

keep their platform free of child abuse and other criminality.  They added they have an in app 

reporting button and said reports are usually processed within a hour. 

 

MUSIC 

 

WHITE: Telegram isn’t the only chat app that dark web users 

are migrating to, and where we’ve found child protection issues.  Our investigation has 

revealed serious concerns with a service that’s wildly popular among youngsters, partly 

thanks to its roots in computer gaming. 

 

ACTUALITY IN ARCADE 
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WHITE: Discord was launched as a way of letting gamers talk 

to each other while they play.  It’s pretty easy to use.  You set up what’s basically an online 

chatroom, invite your buddies along, and you start talking.  But as we’ve discovered, the chat 

isn’t always about video games.  Among the plethora of chatrooms, researchers have found 

paedophiles operating in plain sight. 

 

AINHOREN: My name is Ariel Ainhoren and I’m the Head of 

Research at IntSights. 

 

WHITE: Ariel’s company has been looking into links between 

dark web sites and chat apps.  It found Discord comes up disproportionately often, and one of 

the chatrooms they found was particularly disturbing. 

 

AINHOREN: I found a group and the admin of the group is offering 

gigabytes of pornography or paedophile materials, 9 gigabytes for $50, 50 gigabytes for $500 

and 2.2 terabytes, which is a huge amount for $2,500. 

 

WHITE: Wow.  And what would that mean in terms of the 

numbers of images? 

 

AINHOREN: 9 gigabyte can contain like hundreds of videos of child 

pornography. 

 

WHITE: Wow.  And in terms of images it would be even more. 

How many are we talking there? 

 

AINHOREN: Thousands to millions. 

 

WHITE: The user Ariel found had offered up a horrific menu. 

$25 was the price for access to a child sexual abuse forum, allegedly with more than 200,000 

members.  $10 bought access to a rape forum, allegedly with more than half a million 

members.  And for $50 he would hand over a list of other active forums.  We reported all of 

this immediately to the National Crime Agency, who said it would be looked into.  We didn’t 
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WHITE cont: follow these leads any further - it’s possible the ads 

were a scam.  But there’s also very real chance that children were being sexually abused. 

Either way, the lure of paedophilia was making money for at least one Discord user. 

 

AINHOREN: You can pay him in whatever currency you like, 

bitcoin.  There’s a lot of different encrypted currency that you can pay him with.  And for that 

group of specifically got closed pretty fast, but he still left a message there that you can 

contact him through some email address if you want to buy it from him or if you want to 

know, you know, where is the next group that he went into. 

 

WHITE: So he’s leaving a trail almost for people to follow, even 

if that group gets shut down? 

 

AINHOREN: Yeah.  

 

WHITE: We started looking at Discord too, and our 

investigation also uncovered more worrying evidence - a network of chatrooms seemingly 

soliciting sexual pictures from children.   

We’ve found a series of groups that have almost identical descriptions.  These seem like 

linked groups.  They claim that they’re suitable for 13-17 year olds, but the descriptions are 

very sexual.  These groups seem firmly aimed at getting children to hand over explicit 

photos. 

Once again, we passed all our findings on to the National Crime Agency.  Discord told us 

they take immediate action against reported violations, which make up a tiny percentage of 

the app’s use.  The company said it respects the privacy of users and so it doesn’t read the 

billions of messages sent, but the company uses computer, human and community 

intelligence to spot and investigate violations of its rules.  Sadly, researchers like Ariel 

Ainhoren don’t see this threat diminishing 

Is this common for you to come across groups like this? 

 

AINHOREN: Unfortunately yes. 

 

WHITE: And on Discord? 
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AINHOREN: Yes, it happens, because Discord is an app that was 

intended for children, for people gaming.  So a lot of the people there are already young 

people, so it’s pretty easy for predators to go around and just infiltrate the groups and try to 

offer different kids all sorts of propositions. 

 

WHITE: Here are three facts about Discord: it’s less than four 

years old, it has around 200 million users and it’s valued at $2 billion.  Tech companies can 

grow very big, very fast and in a few months they can create encryption services that it takes 

police years to crack.  The fear, says cyber security expert Victoria Baines, is that by the time 

Government and regulators have caught up, the tech has moved on. 

 

BAINES: The proliferation of new apps is what’s proving most 

challenging to law enforcement.  It’s staying ahead, it’s knowing what is the next platform 

that they have to be on.  And I think we live in unprecedented times.  We live in a world now 

where countries are used to - for many hundreds of years certainly, possibly thousands - 

having national sovereignty and having jurisdiction over what goes on in their country.  But 

the internet isn’t built like that and the apps that run on the internet, unless they are run by 

large companies in particular countries, they also don’t run like that [MUSIC] and I think 

that’s a human and philosophical and ethical challenge as much as it is a legal one. 

 

 

 


