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AARONOVITCH:     Last June, a man not yet out of his 

twenties with, as he put it, a “home in paradise” went on the run.  He took with him 

huge amounts of secret information belonging to his country’s security services.  

Into the new pantheon of digital mega-whistleblowers, Edward Snowden followed his 

compatriot, Bradley Manning―the army private who now wishes to be known as 

Chelsea―and who, in 2010, provided WikiLeaks and others with more than seven 

hundred thousand classified diplomatic and military communications.  

 

At a press conference held at Moscow Airport in July, Snowden made a claim to the 

world about what he, as a data analyst with the National Security Agency, could do.  

 

EDWARD SNOWDEN STATEMENT:  I also had the capability, without any 

warrant of law, to search for, seize and read your communications―anyone’s 

communications at any time.  That is the power to change people’s fates.  It is also 

a serious violation of the law. 

 

AARONOVITCH:     Naturally, what he had to say raised an 

immediate and angry furore about surveillance―what the democratic state is entitled 

to know about its citizens and how it can be held accountable.  As a Times columnist 

and a journalist for more than thirty years, I recognize this is a hugely important 

question.  

 

But there’s another almost equally big problem raised by Snowden and Manning, and 

this one―I think―has been much less discussed.  It’s this: what secrets is the state 

itself, our state, entitled to keep―from us and from potential enemies?  And who 

decides: the security services, Parliament or Congress and the Government?  Or the 

press and the whistleblowers? 

 

What I will argue is that state secrets are more vulnerable than they have ever been to 

mass disclosure, and this is not least because some of the people to whom they’re 

entrusted―people like Edward Snowden―may believe ideologically that the state 

should have almost no secrets at all. 

 

Back in 2010, the Guardian was chosen by WikiLeaks as one of its original partners 

and it was to a Guardian contributor, Glenn Greenwald, that Edward Snowden passed 

the material on the US National Security Agency earlier this summer.  The man 

who’s overseen much of this modern avalanche of revelation―a revelanche, if you 

like―is Alan Rusbridger, the editor of the Guardian.  Why does he think, in this 

case, it’s justifiable to reveal state secrets?    

 

RUSBRIDGER:     You can say that GCHQ, NSA are doing 

no more than MI5 used to do with, you know, members of the British Communist 

Party or animal activists or green activists or what the Stasi did or what the FBI did in 

the 1950s.  But what has changed is the ability of the state to collect everything on 

everybody, and I think that is the apparatus of tyranny, it’s the apparatus of 

totalitarianism.  So, it doesn’t mean that what is happening is necessarily malign or 

bad―it’s not totalitarianism―and we have cuddly liberals in charge of our 

governments at the moment.  But I think what Snowden was trying to draw attention 

to is that they are building the mechanism to collect everything on everybody and 

store it forever.  That’s the route they’re on.  And so that’s why it’s very, very 
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different from following a few communists around the streets of London and keeping 

brown manila folders on them. 

    ,  

AARONOVITCH:     Why is it different, Alan?  Not very 

different for the communists. 

 

RUSBRIDGER:    Because it’s about everybody.  

Everybody, every citizen has their communications, their data, what they’re 

thinking―because that’s what Google searches reveal―who they’re speaking to, who 

they’re e-mailing, so everything is potentially there to be harvested.  

 

AARONOVITCH:     Whether what you Google, what you 

e-mail and what you order on Amazon constitute everything about you is 

questionable.  But there are plenty who share Alan Rusbridger’s sense of alarm.  

Take a sober constitutional lawyer like Constanze Stelzenmüller who works for the 

German Marshall Fund in Berlin. 

 

STELZENMÜLLER:    Where they have perhaps done us all a 

service is that they have brought before us, in a way that hasn’t quite been done 

before, the need to review the balance between freedom and security in an age where 

all our borders are porous and much of our personal information is available to 

all―very often because we have made it available ourselves through Facebook and 

other social networks.  And I think to have brought that fundamental tension of 

modern life into public debate is an achievement, whether one likes the person who 

did it or not. 

 

AARONOVITCH:     The poles of this debate are―or should 

be―clear: our already compromised privacy versus the need for the state to do 

whatever is required to protect us.  In the information age, many of our personal 

secrets―those that are recorded―are retrievable by others and easily retrievable too.  

But those details can be of enormous value in tracking the actions of criminals, spies 

and terrorists.  

 

Alan Rusbridger and Constanze Stelzenmüller, though, are convinced that the balance 

has tilted too far towards state intrusion.  This is because, technologically, we’re in a 

different place now, nearly a different planet.  The über-geeks are on the march and 

are capable of creating things we can barely comprehend, let alone oversee.  Alan 

Rusbridger. 

 

RUSBRIDGER:    One of the things that we are peeling 

back through the Snowden revelations is a sense of what the technologists are doing.  

And Snowden was a technologist; he was a data analyst.  And I get a very powerful 

sense from what he’s said and the documents that we’ve looked at that the 

intelligence agencies employ very sophisticated and talented engineers.  I know how 

engineers work.  You have them in your newspaper, we have them here. 

 

AARONOVITCH:    Yes, but I don’t know how they work! 

 

RUSBRIDGER:    But they are constantly pushing at the 

boundaries of what they can do and they’re way ahead of the journalists in imagining 
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what the news media could be like.  So you’ve got these engineers who are saying, 

“Look, we could do this.  We could put a bug in this guy’s fridge, we can put a bug 

in his television.”  They are racing ahead with the possibilities of what they can 

do―which is way ahead of where the law is or where any form of parliamentary or 

congressional oversight is, I think.  And so I think Snowden was saying, “Look, 

you’ve got no idea what is going on.” 

 

AARONOVITCH:    This spectre of the killer engineers is 

frightening, but what has actually happened, concretely, to make us worry?  Richard 

Epstein is professor of law at New York University. 

 

EPSTEIN:     If there’d been evidence of abuse of this 

particular system, I would be very sympathetic to the criticisms.  But thus far 

nobody’s been able to point out that abuse.  And if you’re collecting data from 

millions upon millions of people and thousands upon thousands of iterations and 

there’s never been an allegation of impropriety, chances are the rate of error’s 

relatively low.  But I think if the basic question is, “Can you collect this data only if 

you know whom it is you’re searching?”, that’s a perverse criticism. The whole point 

of this metadata system is to identify people who might be suspect whom you could 

not possibly identify by other means. 

 

AARONOVITCH:    At this point, my own, dog-eared cards 

need to go onto the table.  My family were communists at the height of the Cold 

War; my father worked for the party.  Our ’phone was tapped; our letters were 

sometimes opened; and it’s almost certain that informers, masquerading as comrades, 

reported back on meetings that my parents attended.  The files on us are either still 

classified or have been destroyed―and all with the tacit agreement of the people of 

Britain. 

 

You might think that such an experience would make me inclined towards the fear of 

a state that can process incomprehensible amounts of data about its citizens.  But it 

doesn’t.  To me, the putative discomfort of having the mere fact of one’s digital 

activities subject, along with everyone else’s, to scrutiny for patterns of activity is 

minor―minor compared with the fact that we were spied on by actual spies who read 

actual letters, listened to actual phone calls and wrote real reports.  In fact, 

emotionally, I feel as if a big aspect of this great surveillance hoo-ha is a form of 

liberal me-tooism: “Oh, look, they may spy on me!” 

 

But for Constanze Stelzenmüller in Berlin, my attitude looks dangerously complacent.  

Germans, she asserts, have reasons to be more worried. 

 

STELZENMÜLLER:   I think pre-World War Two is 

sufficiently summarized with the word, Gestapo.  And for the West Germans―of 

whom I’m one, that’s the country I grew up with―we knew it was crawling with 

spooks, we know that everybody was spying on everybody else, but it still made for a 

certain atmosphere of paranoia.  And that was reinforced, of course, when we had 

our own domestic brand of terrorism―the Rote Armee Fraktion―and there is a great 

deal of surveillance put into place to deal with it.  Necessary, no doubt, but still quite 

unpleasant.  And then, of course, in East Germany, you had the Stasi―horrific secret 

police, pretty much on the model of the Gestapo―which surveilled everybody and 
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everything, and where husbands were surveilling wives and vice versa.  And one 

does inherit the sensibilities of older generations. They’re passed onto you. That 

enters the cultural DNA. 

 

AARONOVITCH:    Of course, if a new Baader-Meinhof 

gang were to appear in Germany, I reckon that calculation might change.  

 

In the United States, more than a decade on from 9/11, there have been detailed polls 

testing people’s reactions to the surveillance stories.  By a small margin, people 

approve of the Government’s collection of ’phone and internet data, and that’s despite 

the fact that a large majority think―wrongly―that the content of communications is 

subject to scrutiny. 

 

But it seems no longer to matter what the people think the state should be entitled to 

keep secret.  If we ask the question, “Who decides what we and anyone else, 

including our enemies, are allowed to know about the state?”, then the de facto 

answer these days appears to be, “It’s the media that decides.”  

 

That doesn’t make everyone happy.  Philip Bobbitt is Director of the Center for 

National Security at Columbia University in New York.  No securocrat, Bobbitt is an 

East Coast liberal Democrat, albeit from Texas.          

 

BOBBITT:     My guess is that, while newspapers and 

television, electronic media may see one side of this argument, because it’s their job 

to get more information, that much of the public is not persuaded of that; and were the 

public to appreciate the cost of these exposures, I think they might find they don’t 

share the views so prominent in the media.  And it is, after all, in the public interest 

that the state is supposed to work, not just in the interest of its most powerful 

elements―which, by the way, are not only banks and billionaires; they are media 

enterprises. 

 

AARONOVITCH:    Alan Rusbridger acknowledges the 

problem of having editors like himself in charge of state secrets.  But he thinks he’s 

up to the job.  He describes how he and his colleagues went about their task. 

 

RUSBRIDGER:    We met as a group of journalists and we 

tried to draw up rules for ourselves and we had discussions with government.  We 

said, “We will be writing about this, this and this.  What makes you anxious about 

that?”  And we allowed them time to make representations and then we decided 

ourselves, “Is this a case where the government is trying to avoid embarrassment or is 

this a case where there is a genuine case?”  And sometimes we held stuff back, 

having listened to governments, and sometimes we thought, “Actually, that’s more 

about political embarrassment than it is about endangering operations or people.”  So 

those are decisions that, in the end, are editorial decisions. 

 

AARONOVITCH:    They are editorial decisions, but when a 

government says to you, “We’re worried that this information could lead to this 

malign result,” as a citizen are you content to have the editor-in-chief of the Guardian 

effectively decide those things for you, or are there better ways? 
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RUSBRIDGER:    I don’t know what the better way is.  

So, in practice, of the material that we’ve seen, we haven’t published much of it and 

there’s some stuff that in my judgment should remain secret. 

 

AARONOVITCH:    Why? 

 

RUSBRIDGER:    Because it would endanger individual 

people or it’s about operations that are rightfully, properly secret, and so we haven’t.   

And I believe that the governments of the US and the UK would give us some credit 

for behaving “responsibly”. 

 

AARONOVITCH:    Part of that “responsible” behaviour, it 

seems, was the famous supervised destruction of the hard drives in four Guardian 

computers at the end of July.  But let’s just stick with Alan Rusbridger’s judgment 

on what is and isn’t, in his words, “rightfully, properly secret”.  How fallible are 

such media adjudications?  Pretty fallible, says Philip Bobbitt.  He points to an 

example relating to how intelligence is gathered on terrorist activities in Pakistan 

where journalists made the wrong decision. 

 

BOBBITT:     There are a great many things about 

which we can be informed that may do the state―and by the state, the public―more 

damage.  To take just very simple examples, there have been disclosures in recent 

months about some of the methods you use to capture internet traffic, some of the 

protocols that the intelligence services use; that they’ll look for a message in a foreign 

language, different from languages that are common in Pakistan.  So, if they pick up 

a German message, they might query its recipient.  Well, you don’t have to do that 

for very long for people to stop using them.  The assumption that al-Qaeda has 

communicated only by courier is manifestly wrong, but it is certainly true that they 

have modified their methods considerably in the last couple of years. 

 

AARONOVITCH:    You mean, it was actually of quite 

conceivable use to al-Qaeda in foiling Western security in knowing that we were 

looking for messages coming out in German and in foreign languages from Pakistan? 

 

BOBBITT:     That’s right.  

 

AARONOVITCH:    As a citizen, it’s hard to see this 

arrangement as satisfactory.  If I weren’t a journalist myself, I might even view Alan 

Rusbridger’s certainty about his qualifications as somewhat arrogant.  I mean, would 

he trust the editor of the defunct News of the World or the Daily Mail?  

 

Sure, the state sometimes has bad reasons for keeping things secret, but we journalists 

have a vested interest in keeping no secrets but our own.  Part of the trouble, 

according to Alan Rusbridger, is that there is no other third party authority that 

everyone trusts to make the decision.  

 

RUSBRIDGER:    The alternative to journalists making 

those decisions is to say, “Okay, we’ll hand it all over to secret courts and secret 

committees,” and no one will ever know about these balances that are being struck.  

And the intelligence committee in the UK, its members, I think, are handpicked by the 
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prime minister.  I mean, you have to say, “Okay, we’ve got no business looking into 

any of this and you have to trust Malcolm Rifkind and Diane Feinstein.”  You know, 

every time I look at Diane Feinstein―who’s a Democrat with a great track record of 

causes behind her but, you know, she’s an eighty year-old woman―I think how much 

does she actually understand what a twenty-five year-old engineer is capable of 

doing?  How many questions has she actually asked?  What goes inside those 

committees?  How many of the documents that we’ve seen have they seen and how 

much have they interrogated them? 

 

EPSTEIN:     This is not new.  The Armed Services 

Committee and the Intelligence Committees in the House and Senate for years have 

always had confidential hearings by people who have been given security clearances, 

because it’s a compromise. 

 

AARONOVITCH:    Constitutional lawyer, Richard Epstein. 

 

EPSTEIN:     You try to get somebody outside the 

organization to oversee it―and, as a libertarian who believes in checks and balances, 

this is very much a good idea.  But, at the same point, you realize that its public 

dissemination is, in fact, the most dangerous thing you could possibly have because it 

gives aid and comfort to the enemy.  So, you’re always walking the tightrope. 

 

AARONOVITCH:     You may have noticed that Richard 

Epstein introduced a word there: libertarian.  We’ll be coming back to it.  When 

we’ve noted that, though the oversight and disclosure dilemma is old, the 

circumstances in which we’re now trying to resolve it are altogether new.  If the 

killer secret engineers have created and are creating almost unimaginable ways of 

capturing data for the state, some of them are also becoming the greatest threat to the 

state’s security.  Philip Bobbitt. 

 

BOBBITT:     This is part of a much larger pattern by 

which individuals or small groups are empowered with the instruments of state.  It 

wasn’t that long ago that we in the West used to pay money to janitors in Warsaw 

Pact embassies to get the trash, so we could piece it together and try and figure out 

what was happening in communist states.  Now, a single defector with a couple of 

hard drives can download more material than a building full of analysts could scrub in 

a year. 

 

AARONOVITCH:    This is a problem that, in all the hoo-ha 

of recent months, has largely gone unaddressed.  The data revolution threatens the 

state’s capacity to maintain secrecy, our state’s capacity; and that some of those who 

steal vast amounts of confidential state information do so for noble reasons doesn’t 

console Philip Bobbitt.  

 

BOBBITT:     After all, the Cambridge spies for the 

Soviet Union were idealist; they were acting on their consciences.  No, I think in 

many matters we would like to see people who have been given very privileged 

access to secret information by the state to obey the laws of the state.  If one comes 

across a crime or something that needs to be disclosed, there are many channels in 

which to do this.  There are whistleblower statutes in your country and in my 



 

9 

 

country.  As far as I know, Snowden has never disclosed an example of a crime or 

anyone using the information unlawfully.  The only thing we know that was 

unlawfully done was his theft of the information. 

 

AARONOVITCH:    What’s become hugely controversial is a 

situation in which the private citizen is immensely vulnerable to the capture of his or 

her private information by the state.  But what you’re describing is a situation 

whereby the state is immensely vulnerable to the capture of its information by the 

individual! 

 

BOBBITT:     Yes! Yes, I know it sounds like an 

eccentric [chuckles] point of view, but I do think this is a real problem and I think it 

will be an increasing problem. 

 

AARONOVITCH:    So huge amounts of secret information 

can be collected and stolen almost overnight.  And there’s a wrinkle here, more than 

a wrinkle in fact.  The material on my family was never released by a whistleblower 

because, I assume, those who’d collected or had access to it subscribed to the view 

that it was legitimate for the state to spy on us.  Today, it’s beginning to look as 

though such loyalty to the state on the part of its servants isn’t to be taken for 

granted―not least because a part of the political spectrum has broken away from the 

consensus about what the state may do. 

 

Back at Moscow Airport in the summer, Edward Snowden, when asked about his 

political allegiances, was out-ish and proud-ish. 

 

EDWARD SNOWDEN AT MOSCOW PRESS CONFERENCE:  

I’m an independent.  I’m not affiliated with any US political party... [interjected 

question from journalist inaudible with translation into Russian] I believe that all 

people share common rights, they’re universal values that cross all parties.  If 

anything, my political leanings could be described as libertarian. 

 

AARONOVITCH:    They certainly could.  In fact, the NSA 

whistleblower was a supporter of US Congressman Ron Paul who campaigned to 

become president last year.  And Ron Paul isn’t the kind of candidate that one finds 

oneself supporting by accident.  He’s best described as an extreme libertarian 

Republican.  But what is a libertarian?  Nigel Ashford is a British academic, based 

at George Mason University near Washington.  He’s the co-author of a dictionary of 

conservative and libertarian thought and explained the thinking to me. 

 

ASHFORD:     Libertarians are people who are 

concerned about the power of the state in all the realms, including economic, social 

and in foreign policy.  And Ron Paul made a central feature of his campaign the 

question of being sceptical or hostile to military intervention abroad and a concern 

about the creation of the national security state that we’ve seen growing considerably 

since 9/11. 

 

AARONOVITCH:    Why is it any part of a libertarian 

concept that you should be more opposed to foreign interventions than anybody else? 
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ASHFORD:     Because it is not the responsibility of the 

US Government, according to libertarians, to promote the freedom of other people.  

And then this other aspect of it is a general belief that every time the government 

intervenes, it leads to negative, unintended consequences that make things worse, not 

better, is what most libertarians would think. 

 

AARONOVITCH:    So a libertarian argument would be that 

an American administration going into an armed engagement would lead to 

consequences that were negative for Americans back in America? 

 

ASHFORD:     Absolutely.  American troops die when 

they’re sent abroad; it costs an enormous amount of money; and, thirdly, what I think 

particularly concerns libertarians is that history shows that war leads to the growth of 

government. 

 

AARONOVITCH:    So, in a sense, their anti-war stance is a 

product of their anti-government stance at home?  They think wars strengthen 

governments and they don’t like governments? 

 

ASHFORD:     Exactly. 

 

AARONOVITCH:    To say the least, this is an inconvenient 

ideology for an NSA data analyst to subscribe to when working, in effect, for a 

government that’s militarily involved all around the world.  But Snowden is by no 

means alone among people, especially men, of his age.  Lawyer, Richard Epstein, is 

also a libertarian, although not of that generation. 

 

EPSTEIN:     Much of this is led by younger people 

who have, you know, strong convictions of privacy driven by their own direct 

involvement in the internet culture.  Each of us would love to have perfect 

information about everybody whom we deal―so that’s why you Google before you 

date rather than the other way.  On the other hand, everybody wants to have 

complete privacy about their own information.  Well, you can’t have it both ways!  

It is, I think, a genuine and deep and perfectly understandable kind of intellectual and 

moral schizophrenia. 

 

AARONOVITCH:    To emphasize this point, an important 

section of the generation from which Snowden and the killer engineers are drawn 

have very different attitudes towards the state and secrecy from their parents.  Such 

young people are more likely than their mums and dads to see heroism in the 

WikiLeaks and NSA whistleblowers.  Philip Bobbitt. 

 

BOBBITT:     I think it’s part of a much broader 

change in the nature of the constitutional order.  The kind of state you and I have 

lived in, our parents and grandparents lived in―the industrial nation states of the 

twentieth century―empowered groups, groups like political parties, classes, labour 

unions, racial and ethnic groups.  Yet we’re moving to a kind of state that empowers 

individuals.  This empowerment of the individual results in a shift in power at the 

cost of the collectivity.  And libertarianism is the battle cry of the most extreme 

individualism.  In some hands, it seems to suggest that we owe no duties to anyone 
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but ourselves. 

 

AARONOVITCH:    Until very recently, the political left, 

with its emphasis on collective rights and duties, would have had nothing to do with 

such anti-statism.  But such distinctions are breaking down, it seems to me.  I put it 

to Alan Rusbridger that some young Guardianistas were making common cause with 

people their older, socialist-leaning counterparts wouldn’t have given the time of day. 

 

RUSBRIDGER:    I think you’re right to identify a coalition 

between the libertarian right and some forces of a more liberal left.  I obviously, 

editing the Guardian, am not approaching this from the respect of a distaste at a large 

state.  I mean, I’ve never met Edward Snowden, but I understand him to be a man of 

the right.  He’s a right-wing libertarian who believes in a smaller state and is 

suspicious about the activities of the state.  And I think a lot of the political energy in 

the States has come from the right over this, which is about the power of the state.  

So there is a sort of uneasy alliance, if you like, around these kind of issues. 

 

AARONOVITCH:    There’s a coalition for any state security 

service to fear!  For the very people that a democratic state might rely upon to run its 

great secret programmes are the very people most likely to blow the whole great brass 

whistle on them.  

 

I’m an open, liberal society man myself.  I’m for transparency, untrammelled 

freedom of expression and freedom of movement.  But even a liberal society has to 

defend itself from illiberal governments abroad, from cyber criminals and from 

terrorists.  As of now, it seems to me that that defence is in danger from 

ideologically motivated and almost indiscriminate super-leakers.  

 

So the implication is serious.  The collection and sharing of massive amounts of 

information―the thing that both causes the state to be criticized and also makes it so 

vulnerable―was partly a reaction to the intelligence deficiencies that led to 9/11.  

Back then, it was decided that more needed to be known about potential threats and 

more needed to be shared by agencies.  But perhaps the threat of mass disclosure 

means that the time has come to reverse the trend.  Philip Bobbitt. 

 

BOBBITT:     It may be that until we can learn to 

access these materials more accurately, to keep them more secure, that we should just 

question whether or not more information up to some point really is helpful. 

 

AARONOVITCH:    In other words, what you’re saying is 

that possibly too much information is being collected? 

 

BOBBITT:     At least until we learn how to cope with 

it, yes.  Now, it may be that we have algorithms and protocols that would protect us, 

but they certainly didn’t protect us against Mr. Snowden. 

 

AARONOVITCH:    And that’s the thought I leave you with.  

If the state returns to the pre-9/11 collection of less information and less sharing of 

information, then the state secrets may be more secure but we may be less safe.  The 

killer libertarian engineer may have made us more susceptible to attack.   


