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TIMECODE NAME Dialogue 

00.00.00 JAS Before we start this episode, we’d like to know your thoughts on 

the BBC Academy podcast.  Just head to 

edrsurvey.com/bbcsurvey to let us know what you think and don’t 

worry; it only takes a few minutes for you but is very valuable for us.  

You can also find that link in our show notes.  Thank you. 

00.00.16  MUSIC  

00.00.17 NARRATOR This is the BBC Academy Podcast, essential listening for the 

production, journalism and technology broadcast communities, 

your guide to everything from craft skills to taking your next step in 

the industry. 

00.00.29 JAS Welcome to the BBC Academy Podcast with me, Jas Rao.  Now, 

malware, ransomware, phishing, vishing, smishing, cyber attacks 

have moved on quite a bit from the days when a Nigerian Prince 

would email you offering you millions of dollars in exchange for you 

bank details of course. 

00.00.46 WOMAN Good afternoon, NHS trust affected by the giant cyber attack are 

attempting to restore their systems. 

00.00.52 MAN More than 200,000 computers in a 150 countries have been hit by 

the global cyber attack. 

00.00.57 MAN They just spread this malware around the Internet using 

ransomware. 

00.01.00 WOMAN Many healthcare trusts have switched off their IT systems which 

control everything from x-ray imaging systems to patient’s 

administrative information. 

00.01.07 MAN Not just computers and x-ray machines, scanners were going 

down but even their phone systems. 

00.01.12 MAN The heart of the issue was that some hospitals were insecure 

because their computers use an old version of micro soft windows. 

00.01.18 WOMAN The National Cyber Security Centre is working to support all the 

organisations concerned. 

00.01.23 WOMAN The world has never seen an attack like this. 

00.01.27 JAS Hacking’s become more sophisticated over time and as you’ll 

know from recent headlines scammers aren’t just targeting 

individuals, but large corporations too like the BBC.  For those of us 

working at the BBC interest in this subject is both as computer users 

and for some, as journalists specialising in online security stories.  

We’re covering both of those bases today, learning about how 

and why these crimes are committed and what we can do to 

avoid being victims, whether in the officer or at home.  I’d like to 

welcome BBC security information specialist, Andrea Walker, hi 

Andrea. 

00.01.59 ANDREA Hello. 

00.01.59 JAS And technology broadcast journalist, Chris Foxx, hello Chris. 

00.02.02 CHRIS Hi everyone. 

 JAS They’ll be helping us break this down today.  Okay Andrea let’s 

start off with you then first then can you just explain what cyber 
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security is? 

00.02.10 ANDREA So it’s the behaviours, practices as well as the technologies of how 

we protect data, whether it’s on your phone, on your laptop, in a 

server or in a large organisation you’re banking details, whatever 

that data is it has to be protected, so we have mechanisms in 

place like your front door in your house to make sure that we can 

keep that data safe. 

 JAS Why is it more important now than it ever has been to protect 

ourselves online? 

00.02.36 ANDREA We used to have all our data, all our information, our bank details, 

they used to be on bits of paper in our houses, they’re not now, 

they’re online, they’re on our computers they’re on other 

companies computers so we have to keep ourselves safe and our 

own information safe so that we don’t give access to other people 

to where are our children are, our bank details, where we’re going 

on holiday you know all the things that would normally, in the past, 

have been kept behind locked doors. 

00.03.03 JAS Now Chris you’ve covered a lot of these stories for BBC News, can 

you tell us how you think hacking has evolved over say the past 

five or ten years? 

00.03.11 CHRIS It’s not necessarily that hacking is becoming more sophisticated, 

we still see that people tricking you into handing over your 

information is still one of the most common ways that people get 

hold of the information and that’s an age old scam isn’t it, sending 

someone an email and trying to trick them into handing over 

details.  Perhaps what’s changed is that the media’s clocked on to 

this more, journalists are more aware of it and so if you’re company 

is affected by a cyber attack, you’re more likely to get a hard time 

in the press and that’s a good thing for people at home because 

they get to find out about it. 

 JAS Okay, we’re going to look at a few case studies today, you know 

what happened in them, how we can learn from them as well, 

how they relate to BBC staff, so if we take a look at the first one 

then, an attack in May this year that was with NHS computer 

networks being shut down which caused major disruption.  Hackers 

targeted computers with outdated software by using ransomware 

to take control of their files and demand money to release the 

data. 

 JAS Now it wasn’t just in the UK though, hundreds and thousands of 

computers were affected in over a 150 countries causing this to be 

sort of one of the biggest cyber attacks ever, was it one of the 

biggest cyber attacks ever, Andrea? 

00.04.16 ANDREA Yes I mean it was a mass casualty attack, it was worldwide, it was 

what money can we get, what information can we get, how can 

we disrupt globally economics and the functioning of big 

organisations. 

 JAS Chris can you just tell us in detail what ransomware is, I’m sure not 

everyone’s going to understand what that is? 

00.04.35 CHRIS So ransomware is a kind of computer malware that when it gets 

into your system it scrambles your files, it encrypts them so they’re 

of no use to you and usually they ask you to pay a fee, pay a 
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ransom to have your files unlocked, and sometimes there’s a time 

limit on it too, so it’ll say if you don’t pay within a few days your files 

will be gone forever and they sometimes ask for the money in 

Bitcoin, which is a sort of crypto currency online but of course 

there’s no guarantee that if you do pay the ransom they will give 

you your files back at all. 

 JAS Isn’t there something along the lines of, if someone does pay for 

instance, and you’re sending the money, either Bitcoin or 

whatever currency it may be somewhere, doesn’t someone need 

to collect that money and can’t they be traced? 

00.05.17 CHRIS The purpose of Bitcoin is that it’s a decentralised currency, usually 

you don’t have your name attached to your Bitcoin wallet which is 

kind of like your bank account, so its deliberately more sort of 

anonomised, not completely impossible to find out who’s behind it, 

but you can move things around into different wallets and obscure 

where the money is going, so it’s certainly a more anonymous way 

of dealing with that kind of thing, for example than posting a bank 

account and sort code. 

 JAS Andrea, obviously this was related to updating your computer as 

well, it can be long and tedious as well to update a computer, 

especially when time is really precious at work, is it really that 

important then to update your computer then? 

00.05.53 ANDREA Absolutely, it’s one of our, if not our first and only sort of rule, is that 

we must have up to date machines, one patch missing could 

cause, for example, the Wanacry, it was one fix on, one operating 

system could  have stopped this happening at the NHS, or any 

other company. 

 JAS So when you get those little messages on your computer, don’t 

ignore them, definitely. 

00.06.14 ANDREA Definitely don’t ignore them. 

00.06.15 CHRIS Well you get them on your phone as well and I’ve got one in my 

notification tray right now saying update Android to this month’s 

version, it does take a while, it does mean that you have to reboot 

your phone, so I haven’t done it today, I probably should, get 

round to that, don’t look at me like that, you’re looking at me like 

I’m naughty, I am, I should get on to that, but it is annoying, but 

make sure you do it because otherwise it’ll leave holes in your 

operating system. 

 JAS Okay so it was all based kind of round updating computers that 

one.  The second case I wanted to talk about is about the 

telecommunications company Talk Talk, and this is more around 

data protection actually.  Now the company had expanded so 

quickly that they lost sight of where their data was being hosted, so 

a 16 year old managed to hack into their data and leak bank 

details of 21,000 customers.  Now I think a key point is here it’s a 16 

year old who’s managed to do it, what should we make of that 

Andrea, that a 16 year old is able to hack into and get 21,000 

customers bank details? 

00.07.07 ANDREA Talk Talk were fined £400,000 which at the moment is one of the 

highest fines they can have, because they were negligent, the 

reason a 16 year old managed to get in, or in fact any you know 

bedroom hacker, was that it was a known vulnerability, something 
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we’ve known about for a long, long time, there are defences out 

there, and the vulnerability that kid exploited, there is a fix for it 

that Talk Talk should have applied, but they just, like you said had 

lost sight of their infrastructure and they had no idea that this 

vulnerability existed and it was open to anybody to take that data. 

00.07.40 JAS You mentioned that there was a fine as well, of £400,000, who’s 

regulating these sorts of things and is the Government involved in it 

or anything like that? 

00.07.49 ANDREA So it’s a body called the ICO, the Information Commissions Office, 

they are a slightly independent of the Government, but they are a 

national organisation, they are government affiliated and any 

organisation in the UK which breaches the data protection act are 

liable to fines from the ICO. 

00.08.08 CHRIS And what we see quite a lot of the times with companies is, 

nowadays if they found a problem like this on their system is they 

report themselves to the Information Commissioner so they can be 

investigated and collaborate, because if you drag your heels and 

don’t tell your customers that you’ve perhaps been cyber 

breached that can actually cause more problems, the sooner 

people know the sooner people can change their details and 

make sure their securities up to date, and I think also the ICO tend 

to be more lenient on you if you’ve come and confessed as soon 

as you find out about it, rather than waiting for weeks. 

 JAS Is that why you sometimes get emails as well saying, potentially 

your account, whatever it may be bank or Playstation or whatever 

has been hacked or you should change your password, that’s 

always the first thing to do right? 

00.08.46 CHRIS Yes and there’s also this red herring that a lot of companies say 

don’t worry your bank account information is completely safe, that 

hasn’t been leaked, but that’s actually one of the easiest things for 

you to change, you can’t change your name as easily and you 

can’t change your address as easily, so those are the worst details 

to leak, compared with your bank account details which is quite 

trivial I think. 

 JAS Okay, there’s a huge amount of data there that was breached, 

just by a single person there, how can you protect your data at 

work, in the BBC, what can be done there to make sure you don’t 

sort of fall foul of these sorts of things? 

00.09.16 CHRIS It’s quite common I think here, if you have a spreadsheet or an 

Excel sheet with contributors, contact details in, you can put a 

password on that and you can encrypt it and obviously don’t store 

that password in your email, keep it somewhere where only your 

team members know about it. 

 JAS And that’s good enough is it then, so all those sorts of information 

just putting the standard password on it, that’s enough to sort of 

protect it, as long as you’re not leaving that password lying 

around? 

00.09.37 CHRIS Well it goes some way to help I would say. 

 ANDREA Definitely. 

 CHRIS If anyone were to steal that document it would be of no use to 
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them at the moment because it’s encrypted. 

00.09.44 ANDREA But the longer and the stronger and more complex the password, 

the harder it will be to break it anyway, so we would always say 

long, strong, complex passwords. 

 JAS Long, strong, complex, so long obviously in terms of characters, 

strong and complex, is that capital letters, lower case and 

numbers [absolutely symbols] those sort of special symbols, those 

sorts of things okay. 

00.10.02 CHRIS There’s a lot of talk around having those like unusual characters 

and sort of like scrambled password that you have to remember 

each character one by one, sometimes it might even be better to 

write a really long sentence using capital letters and you’ll 

remember that sentence and the longer it is the harder it is to 

crack by brute force. 

 JAS What do staff say about that, this long, strong password thing, it just 

feels like playing devil’s advocate here, that is just like oh it’s too 

long, how am I going to remember it, I’m going to keep forgetting, 

is that the sort of response you get from staff? 

00.10.32 ANDREA Yes, it is, but we’re looking at, the Government has recently issued 

some recommendations that maybe we shouldn’t be changing 

our passwords as often, as long as our passwords are very, very 

long and complex.  So you might only need to remember one, 

long complex password for one, two years, but if it can be long 

and strong then that should do the job rather than being a shorter 

password which we change every three months. 

00.10.55 CHRIS and there’s evidence to suggest that if you force people to 

change their password every three months, like many companies 

do, then people will just add a number one to the end or change 

the number one to a two. 

 JAS A two, then a three. 

00.11.05 CHRIS And that doesn’t really make you any more secure, in fact it 

maybe makes it easier to guess. 

 JAS Okay, the final case then which seems quite sort of close to home 

in terms of BBC perspective, in terms of broadcasting, it’s about 

the French broadcaster, TV 5 Monde, a member of staff clicked on 

a link to update their software, via a message on Skype which 

downloaded a Trojan which went undetected for three months in 

this case, okay, now once it was activated it took down all TV 5’s 

12 channels, hijacked their website and their social media and just 

shut down their network as well.  Could you argue that this person 

was trying to update their software? 

00.11.40 ANDREA I think a lot of it, I mean in the BBC we do a lot of work on user 

awareness, we try to explain to people the whole idea of if you get 

a link to click, think twice, it is what you expect to click, is it through 

a medium you expect it to come through, we would never send a 

link through Skype saying click to update your software, [yes].  but 

it’s all user knowledge, that person may or may not, they may 

have been new, they may not have known that that wasn’t the 

process that that company took. 

 JAS Okay, just going back to what happened there, a Trojan was used, 
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Chris can you explain what that is? 

00.12.10 CHRIS A Trojan is a piece of malware that gives people a back door into 

your system like the Trojan horse story, once it’s on your computer it 

can let them see what you’re doing and potentially get access 

into your computer and mess around with things. 

 ANDREA And typically they are what we would call a silent malware, so 

they don’t make themselves know, a typical virus might say I’m 

here, I’m encrypting this I’m doing that a Trojan is very typically a 

silent one, it’ll sit there, gathering knowledge, getting information 

but without alerting the computer or the user or the administrators 

that it’s there. 

 JAS Is this kind of one of the most dangerous ones out there then, 

because it goes undetected then? 

00.12.44 ANDREA It can do, yes. 

 JAS Okay, and we’re talking about clicking on links there, obviously 

that’s what’s happened in this case, when you’re at work and 

you’re getting emails it can feel like a lot of pressure about what 

you can click and what you can’t click, so is there anything that 

staff are supposed to look out for, I remember, I mean we’re 

talking you know a long time ago, maybe 5, you know 5 or 6 years 

ago I remember I’d get emails from a company or something and 

the image is stretched and stuff like that and you can kind of tell its 

fake, you can tell by the email as well sometimes, but aren’t those 

sorts of emails getting a bit more sophisticated as well, so what 

should staff be looking out for. 

00.13.16 ANDREA They are getting a lot more sophisticated, if there is a link one of 

the easiest ways is hover over it, don’t click it obviously, but if you 

hover over it, it should give you a bubble of where it’s actually 

going to, and if the link and the actual address don’t tie up then 

obviously think twice.  If it’s from somebody you know, but it’s in a 

tone that they wouldn’t normally take, then again we would say 

maybe contact that person, have they actually sent this link.  The 

other thing to check is often, it might be an invoice, have you 

actually bought that product or is it to an account that you’ve 

signed up with, simple things like that. 

 JAS Do you find that staff tend to click on these links, especially for 

things that they haven’t signed up for, like you said they’ve 

received an invoice for something they didn’t buy, yet they’re still 

clicking it, does that happen quite a lot? 

00.14.01 ANDREA Sometimes it’s because it’s the emails are written in such a way 

that they cause panic and a call to action, an urgency, if you 

don’t click this now we’re going to close this account, if you don’t 

click this now you’re going to lose all this money.  So it’s this urgent 

call to action which forces people, it’s human nature to click, to 

do the action.  Again, one thing we’ve always said to people is, if 

it is from your bank, if it is an invoice they’ll never cause panic, it’ll 

always be written in a way as to give information.  So if an email 

with a link causes you to panic and click it, think twice its probably 

not for real. 

00.14.35 CHRIS One other thing we’re seeing happen now is, with widely 

publicised attacks like what happened in Talk Talk, the cyber 

criminals sometimes use those as a launch pad to send follow up 
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things saying, you may have heard in the news about Talk Talk, 

we’ve been breached, click on this link to secure your account, so 

they’ll use those as a launch pad to send follow up attacks, so be 

really suspicious of that, especially after Wanacry there were 

emails saying this is from your IT team, well would your IT team 

really send out an email saying click on this link.  If you’re not sure, 

call your IT team using the number that you have and check it with 

them. 

 JAS So it’s best to use a number rather than a link or an email or 

something like that? 

00.15.10 CHRIS And use the number on your internal directory; don’t use any 

number they give you in the same scam email. 

 JAS Yes, that’s a separate scam altogether I imagine isn’t it.  How does 

it work if you’ve got a work phone and you click on links on that, 

does it have the same impact as if you were on a PC or a work 

laptop or anything? 

00.15.27 ANDREA It can do, so it’s called smishing, SMS fishing if you like, where 

people will send you a link in a text message and it’s pretty much 

the same thing, if you click the link it could open your phone up, 

your email up to compromise that somebody else could access 

your information. 

 JAS So you have to be just as careful on your phone as well then? 

 ANDREA Absolutely. 

 JAS Okay, Smishing, you mentioned that now, there was a campaign 

within the BBC last year to raise awareness about phishing and 

vishing and smishing, so you’ve just explained what smishing is, 

phishing if I’m correct is the emails that we’re talking about where 

they’re sort of spoof emails trying o make you click on something 

and vishing, what is that for those that don’t know? 

00.16.02 ANDREA So vishing used to be called social engineering, they’ve given it a 

funky name I think. 

 JAS Just so that it rhymes with the rest. 

00.16.09 ANDREA I think so.  So social engineering or vishing is when someone calls 

you up on your phone and it’s basically a con artist and they’re 

trying to con you into giving personal details or bank details, 

they’re the people who call you up saying I’m from windows, 

you’ve got a virus on your computer, and can I log in and connect 

your computer and they’re not from Windows, Microsoft and 

Windows will never call anybody I’m afraid, so that person is 

vishing, it’s a voice solicited cold call or con artist. 

 JAS And that’s why you’re saying Chris, even if you get the number, 

don’t call that number, call the number that you know from your 

director or something? 

00.16.45 CHRIS Yes I mean it’s very easy to get taken in by some of these scams, 

because they’ll ring up and be very vague and they’ll say, we 

know you’ve been having problems with your computer in the last 

few months and if you have been having problems then you might 

go, oh well yes, that sounds accurate, I have been having trouble.  

So if you’re not sure hang up and call your IT team back yourself. 

http://www.bbc.co.uk/academy


 

www.bbc.co.uk/academy   

 

8 

 JAS Okay, do you have any final words as well for staff to protect 

themselves, I mean you’ve given quite a lot of information based 

around those case studies as well on how staff can protect 

themselves, is there anything else we can do on a sort of daily 

basis with our laptops, you know anything else? 

00.17.17 ANDREA So especially when it comes to social media, social media is a 

really, a big target, because obviously its all on line, most social 

media accounts will allow you to have a thing called two factor 

authentication, which means not only do you need to know a 

password but you need to know usually a code which could be on 

your phone or some other device.  And that means that 

somebody online trying to get your account, they might actually 

brute force your password but without having that physical device, 

your phone for example they still can’t get into your account and 

social media is a big, big target these days. 

 JAS Why is social media a big target? 

00.17.48 ANDREA Well if we use the BBC as an example, we have obviously our 

Twitter and our Facebook, we have a huge, huge following, so if 

someone has managed to infiltrate or compromise one of our 

Twitter accounts, they can get their message out, pretending to 

be the BBC, to millions and millions of people.  And the same goes 

for anybody you could be a journalist or you could be just a person 

on the street, that if someone gets hold of your social media they 

could pretend to be you and put out information to other people 

that you might not agree with. 

00.18.15 CHRIS As a reporter the last thing you want is someone to get into your 

social media accounts and be able to read messages you’ve sent 

to contributors or change something on your profile or post 

something on your profile, so I agree that having really good 

security on all your social media accounts is important, the stakes 

are perhaps higher if you’re a public facing member of the BBC, 

like a reporter, but if you’re a Producer for example and you’ve 

been messaging contributors on your social media then it’s just as 

important to make sure that your accounts protected so that no 

one can get in and read the messages you’ve been sending. 

00.18.44 CHRIS I think it’s also quite important to use the systems the BBC provides 

for you, it can be tempting to use better systems or systems your 

more familiar with if you want to send people big files, or if you 

want to use a different kind of way of organising your information, 

and using your own services that you’ve already signed up for at 

home, but the reason the BBC has agreements with big 

companies is that they are the ones we’ve tested and that we 

know that they’re secure, so if the BBC has provided a way for you 

to transfer big files to external contributors then use the way 

they’ve given you, rather than putting it somewhere else and 

going your own way. 

00.19.18 JAS Can I just go back to the two step authentication as well, [yes], is 

that really sort of the most secure way of protecting your social 

media and how secure is this two step method, I can see its 

obviously more secure than just having a long, strong password as 

mentioned, but how much more secure is it? 

00.19.36 CHRIS So two step authentication means that as well as having your 

password an attacker needs to have access to your phone so the 
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company will send you a code to your phone and you need both 

of those to get into your account.  It’s by no means a completely 

foolproof method but it does add another obstacle for attackers 

to overcome for them to get into your account, and also it will 

alert you on your phone if someone’s trying, because you’ll get 

that message saying, you’ve tried to log in, here’s your two factor 

code, it gives you an idea that someone’s trying to get into your 

account, so it helps in that respect too. 

 JAS Any final words for protecting yourself online? 

00.20.09 CHRIS I would say know who to call if the worst comes to the worst, if you 

see something pop up that you’re not sure of, or if you see a 

ransomware screen pop up, know who to call because speed is 

key, you want to get that shut down, so know who to call if the 

worst comes to the worst. 

 JAS  In the BBC, if staff have any questions or need to call someone or 

they have any concerns or anything who would they speak to? 

00.20.28 ANDREA Information security, so if you contact information security at 

information.security@bbc.co.uk, it’s a 24 hour manned mailbox 

and we will answer any suspicions and any queries, large or small, 

the public can also email us on that mailbox if they have any 

concerns or if they’ve seen anything regarding the BBC which they 

would like to alert us to. 

 JAS Okay, great, thank you both of you, thanks to the BBC Information 

Security specialist Andrea Walker there and Technology Broadcast 

journalist Chris Foxx for talking to us about this today, hopefully 

we’ve broken down the jargon a little bit and made more sense of 

how you can defend yourself at work against online threats.  You 

can head to our website to check out more on this including 

courses and videos on cyber security and data protection.  You 

can get in touch with us too via Facebook or Twitter, we’re at BBC 

Academy and remember, please do take our survey if you get a 

moment, we’d love to hear your thoughts on the BBC Academy 

Podcast, the link is in the show notes, its edrsurvey.com/bbcsurvey, 

this podcast was co produced by Roxy Ibrahim Khan, I’m Jas Rao, 

thanks for listening. 

00.21.33 NARRATOR You’ve been listening to the BBC Academy Podcast, if you want to 

find out more about this topic or to hear previous shows, search 

online for the BBC Academy. 

00.21.41  MUSIC 

00.21.46  END OF RECORDING 
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