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Introduction 
 
Much of the activity in running the Help scheme was new territory for the BBC1. 
Never before had it taken on the responsibility for designing and operating a 
nationwide social care programme for vulnerable people, tied into a logistically 
complex technical switchover affecting every UK household. As far as data 
management and information security was concerned there were two additional key 
considerations:  
 

• There was a commitment to reach 100% of the eligible population with the 
Help Scheme message, and leave no one with a blank screen, a requirement 
more onerous than that expected of other such social programmes 

• In order to protect its customers and to serve them as efficiently as possible 
the Help Scheme adopted a policy of zero tolerance of breaches in our data 
security, especially those involving personal data. 

 
This paper will describe how the data necessary to run the Scheme was acquired 
and managed, and the associated information security and other measures which 
were taken to ensure that the Scheme was able to deliver against the success 
measures set for it by the BBC Trust2, and to comply fully with information security 
obligations. 
 
Over the course of the Help Scheme data management and information security 
formed a crucial set of interlocking processes and activities. (see Table 1 below). 
Over 230 million customer records (including multi-region and refreshes) had been 
processed by the end of 2012.  To do this successfully required close working not 
just with Carillion Energy Services (CES) and its contractors but with the Scheme’s 
Government partners – the Department for Culture, Media and Sport (DCMS), and 
in particular the Department for Work and Pensions (DWP) – as well as the relevant 
local authorities in each region. 
 
Table 1 Data management and information security - interlocking activities 
 
  

 

 

 

 

 
 
                                                
1 See Paper on Delivering a quality service 
2 BBC Trust paper to Finance & Strategy Committee “Performance Measures for the Digital Switchover Help Scheme”, February 
2008 
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What did we learn? 
 
What were the main points we learned from this major programme? Five messages 
struck us as being particularly significant: 
 
 

1. The relationship with data controllers was critical 
 
Maintaining a close collaborative relationship with the provider of information as 
data controller was critical to the successful delivery of any large scale programme 
of this kind, as natural tensions arise between data protection rights and operational 
considerations. For example, the duty of the Data Controller to delete data as soon 
as possible3 had to be weighed against the importance of retaining information 
which may be required in future contact with the customer.  
 
Furthermore, where there are multiple data management contracts, as was the case 
here, clear and separate accountability for these contracts needed to be maintained, 
whilst at the same time creating a tightly integrated operation to ensure value for 
money and a single face to the customer. 
 
 

2. “No blank screens” provided a clear and unambiguous target 
 
From the outset everyone in the Scheme was aware of this challenging requirement. 
In practice this meant that we needed the information to be able to contact eligible 
people at a time and in a way which would give them every opportunity to receive 
the help they required for switchover. The additional effort required was fully 
endorsed by the Trust to help meet the success measures set for the Scheme.  
 
 

3. Zero tolerance set the tone for the whole operation 
 
The message that there was no tolerance of any error in handling customer data 
was understood by everyone. It helped ensure that information security never 
became a box ticking exercise.  People understood just how vulnerable we were to 
breaches and were far more vigilant as a result, for example spotting small incidents 
which could frequently provide an early warning sign for potential larger breaches.  
 
Having a formalised process for tracking all such occurrences, picking out any 
trends, and doing the associated root cause analysis all acted to minimise the 
likelihood of a serious breach occurring. 

                                                
3 The 5th principle of the Data Protection Act 1998: “Personal information must not be kept for longer than is necessary” 
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4. No legacy systems was an advantage, but needed good initial design 
and integration planning 
 

As the Help Scheme was a ‘green field’ start-up the absence of legacy systems was, 
on balance, a benefit as systems could be designed fit for purpose.  However, the 
short time between the award of the contract to the start of operational delivery did 
result in gaps in the original functional specifications.   
 
The most striking example of this was the system’s inability to manage multiple 
applications for the same person in different regions.  The retrospective 
enhancements required to correct this caused several operational difficulties.   
 
The required level of system integration could also have been better understood at 
the start of the project:  specific challenges included the Customer Relationship 
Management (CRM) system’s integration with the telephony, print and installation 
systems, with the result that in the early days of the Scheme we had no ‘single view 
of the truth’ in our management reporting. 
 
 

5. Data management and information security formed an important 
interlocking set of activities 

 
Data management and information security are often seen as isolated functions, and 
consequently not integrated fully into the core of the operations. From an 
information security perspective we took a holistic approach, balancing the varying 
needs: legal requirements; IT security; and business continuity.  
 
Equally from a data perspective we recognised the effective role data management 
played as a link between business needs and the systems in place to support them. 
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Data Management 
 
Obtaining the data and data management roles 
 
In September 2005 the Government set out plans for a support scheme promising 
that those whom they saw as being most in need of help would receive assistance 
before digital switchover. Attention was then focused on how the necessary 
information on eligible people would be made available to the BBC (or their 
assigned contractor) who had agreed to run the Scheme.  
 
The best source of information was that held by the DWP, with information on blind 
& partially sighted people held by local authorities. Primary legislation was required 
to allow these agencies to pass the information onto the BBC, and became law as 
the Digital Switchover (Disclosure of Information) Act 20074. 
 
The following year the Government decided that the eligibility criteria should be 
extended to include everyone normally resident in a care home, the BBC and the 
DCMS formally approving a straightforward amendment to the Scheme Agreement5. 
Information on care homes residents was collected by the DCMS (who separately 
contracted CES to complete the data collection).  
 
The Scheme Agreement made it clear that the responsibility for the provision of data 
on eligible people lies with the public providers of information (and not the BBC) and 
the data management roles in the Help Scheme were therefore as follows: 
 

• Data controllers: the DWP, the local authorities, the local health trusts, and 
the DCMS. These had full authority to decide how and why personal data is 
to be “processed” (this included using, storing and deleting the data)  
 

• Data processors: DSHS Ltd, its contractor CES, and their subcontractors 
such as AVC. These processed personal data on behalf of the data 
controller, to include reading, amending, storing and deleting; the data 
controller retained the right to specify what should be done with that data. 

 
What this meant was that the BBC was entitled to rely on the information provided 
for example by the DWP as data controller. Any subsequent checks of the data from 
any provider such as the DWP were therefore for strictly operational reasons only, 
concerned with issues such as de-duplication of information from multiple sources, 
as opposed to challenging the integrity of the data itself for which the DWP had sole 
responsibility. 

 
 

                                                
4 In Northern Ireland the situation was slightly different for blind & partially sighted people in two respects. Firstly, the data is held by 
local health trusts not local authorities. Secondly, partially sighted people were not included in the 2007 Act.  Accordingly, Northern 
Ireland health trusts have been obliged to write to every partially sighted person requesting their permission for their details to be 
passed to the BBC to enable them to be contacted. Also data for people in the Isle of Man and Channel Islands were usually held by 
their relevant social security departments and not the DWP 
5 As subsequently revised: http://www.culture.gov.uk/images/publications/digital-switchover-helpscheme-revised-agreement-june11-
Cm8066.pdf 

http://www.culture.gov.uk/images/publications/digital-switchover-helpscheme-revised-agreement-june11
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Once contact was made with the customer, we became Data Controller and could 
then specify our own policy.  Wherever possible we adhered to the same very strict 
controls as the DWP stipulated.  However, during the installation phase of the 
customer lifecycle operation adjustments needed to be made and alternative 
controls implemented.  An example of this would be that the DWP would not allow 
any data to be loaded onto a personal device, but our installers needed to manage 
their appointments via a PDA.  In order to mitigate this risk we ensured that only a 
handful of appointments were held on the PDA at any one time.  
 
The importance of data management and the respective roles of the various parties 
in controlling and processing the data therefore cannot be over-emphasised. 
Without accurate, timely information the Scheme simply could not operate. Equally, 
it was important that everyone in the Help Scheme had a clear understanding of the 
roles and obligations of being a data processor or data controller. 
 
 
DWP 
 
Easily the largest proportion of Help Scheme data came from the DWP.  Therefore, 
given its core role as the primary provider of data, a close working relationship with 
the DWP was critical. The DWP was, from the outset, invited to attend the Project 
Board along with the other main switchover partners (the DCMS, BBC Trust and 
Digital UK), and was therefore fully appraised of all strategic and operational issues 
affecting the Scheme as any arose. 
 
For our part, we made the effort to understand the DWP operation which helped 
both parties in the prioritisation and timing of data requests. For example, we were 
able to time the refreshes (updates to the data reflecting customers changing 
circumstances) and deceased files to balance the DWP’s workload without 
adversely affecting our mailing strategy. 
 
DCMS and the care homes contract 
 
Operationally care homes and the main scheme were tightly integrated where 
possible; many of the main scheme operational data skills - geo-coding, matching, 
quality checking and auditing - were also required for care homes. Also we agreed 
with DCMS, as the care homes Data Controller, to take on some additional data 
management responsibilities. This made sense to both parties as we not only had 
the expertise but were able to dovetail activities with those already being 
undertaken in the rest of the Scheme. 
 
For example we: extended the main scheme information security controls to care 
homes; conducted analysis of data quality and duplicates between DWP, local 
authority and care homes data; led audits of the care homes data collection 
contract; and engaged a third party consultancy to audit the information security of 
care homes processes. To maintain contract separation and clear data management 
accountability each stage of the data management process needed to be carefully 
documented to identify what was being done on behalf of DWP as the data 
controller, and what on behalf of DCMS.  
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Local Authorities 
 
The blind & partially sighted data held by local authorities only made up a small 
proportion of all Help Scheme data but represented a significant dataset to each 
authority. 
 
There were a total of some 388 local authorities and health boards to be contacted 
during the course of the Scheme. With the exception of the Channel Islands, to 
which the Act did not apply, each request for data included reference to the 2007 
Act6 which allowed them to transfer the data lawfully. It also included details of the 
information security provisions which had been put into place to protect eligible 
people who were being contacted by the Help Scheme.  
 
The legislation notwithstanding, each local authority as data controller had to satisfy 
itself that passing on this information on blind & partially sighted people to be able to 
take up the Scheme did not compromise its obligations as data controller. Whilst 
local authorities generally appreciated that this needed to be done for the benefit of 
their blind & partially sighted residents, management of the local authority data 
transfer process was a significant undertaking.  
 
Often we found that as local authorities were influenced by other parties - charities 
like the RNIB, other specialists engaged in managing local authority data - it was 
helpful to seek the support of others to secure the data we needed.  
 
Finally, for local authorities, gathering, cleansing, and transferring this data was a 
non-core and onerous function and whilst still very conscious of their data controller 
role, we needed to check the data we received very carefully. For these reasons the 
whole process was very time consuming, but the outcome generally positive; with 
only one exception all authorities complied with this request and we were able to 
assist eligible blind & partially sighted people in their local areas accordingly. 

                                                
6 Digital Switchover (Disclosure of Information) Act 
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Applying the data 
 
The overall switchover programme rolled out region by region over the period 2007-
2012. TV regions, whilst appearing to have fixed boundaries when drawn on a map, 
are not in practice sharply delineated. Transmitter footprints and cultural affinities 
stray over boundaries. Households could access their TV services from multiple 
transmitters, depending on transmitter signal strengths and the direction their aerial 
was pointing. 
 
For these reasons, it was decided to add a buffer zone of to each TV region 
extending 10 miles beyond the boundary of the definitive TV region to offer a 
necessary degree of flexibility. Each address was assigned a “most likely” 
transmitter which was the first to switch in their region.  
 
To determine regional eligibility in an objective and systematic way, spatial analysis 
was used with a Geographic Information System (GIS). To do this the home of each 
eligible person was mapped by using: 
 

• Accurate location information of their full address (not just postcodes) 
• TV region boundaries 
• 10 mile buffers around the relevant TV region 
• Transmitter footprints of analogue and marginal 
• Postcode areas, districts and sectors 
• Local authority boundaries. 

 
The example in Figure 1 overleaf shows a sample transmitter landscape in a 
particular region and the locations of eligible people7 overlaid with satellite imagery 
and transmitter group shading. 

                                                
7 Please note that in order to comply fully with information security rules and data protection legislation, the red dots are created from 
“dummy’ data and do not show actual locations of eligible persons.  They exist purely to illustrate the methodology and degrees of 
accuracy deployed. 
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Figure 1 Sample transmitter landscape  
 

 
 
Another wider issue was that towns or cities close to regional boundaries generally 
had particular cultural ties aligning them to one region or another. This meant that 
decisions had to be made to include or exclude, say, an entire town based on its ties 
to a particular region and which television service they would prefer to watch. In 
Figure 2 below for this particular TV region for reasons of cultural affinity it was 
decided to include and contact all eligible persons in Peterborough and Nottingham, 
but exclude those in Ilkeston and Manchester.  
 
Figure 2 Making a decision on including and excluding urban settlements  

close by regional borders 
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Contact and Poverty Response (CPR) Project  
 
This was an innovative project, conducted in collaboration with the DWP, and 
proved to be highly effective in helping the Scheme reach those vulnerable people 
harder to reach - one of the four success measures set by the Trust. 
 
DWP mapped ‘hard to reach’ groups (people who had not responded to previous 
DWP led campaigns) across the entire country to develop the CPR model - a high 
CPR score meant that a geographical area contained a higher proportion of hard to 
reach customers. This information was then compared to Help Scheme response 
rates and it was found that there was a definite (highly significant) inverse 
correlation between CPR score and response to the Scheme.   
 
This meant that we could use the DWP CPR model as a benchmark against which 
we could assess our ability to engage the hard to reach, and to make investment 
decisions regarding where to focus our networking and outreach activities. 
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Checking the data 
 
A fundamental challenge facing the data management activity of the Scheme, with 
an obligation to reach 100% of eligible people, was to ensure that wherever possible 
every record was processed and that any exceptions were captured, and that data 
was matched to prevent multiple mailings to a single eligible person. The biggest 
problem with personal data of this kind was that it gets out of date very quickly, for 
example through moving home or other change of circumstance, such as starting or 
coming off benefit, or death.  
 
Care homes data was generally reliable in these respects because it was collected 
most recently and verified by each individual care home. DWP data was based on 
the same details as pension and pension credits which made it very comprehensive. 
This data, however, was collected some years previously, and as a result selection 
of eligible people by postcode (which is subject to continual change by Royal Mail) 
would have been out of date.  
 
In order to overcome this it was decided to request data at postcode area level - e.g. 
N, W, NE - and validate the address against the Royal Mail Postal Address File 
(PAF, the official Post Office version of an address).  This ensured that all 
addresses were geo-coded to determine which transmitter they could potentially 
receive. This was regarded as the best way to ensure that nobody was excluded 
from the Scheme8.  
 
Local Authority data proved to be the least reliable as it was seldom updated; 
residents had the least motivation to register their details, and contained a 
significant number of deceased persons.  As a result this data was screened the 
most thoroughly, and checked against Mortascreen to prevent any distress to the 
deceased person’s family9.  
 
The process then for all data was that bulk files were sent to TV Licensing (TVL) to 
check the status of the TV licence associated with each address, as having an up-
to-date licence was a condition of eligibility.  
 
Whilst the match rates between Help Scheme data and TVL data was very good, 
occasionally it was necessary for agents to contact TVL by phone to confirm the 
licence status of a customer.  And, if necessary, remind the customer to secure a TV 
licence so that they could then take up the Scheme’s offer.  Stringent security 
arrangements were agreed with TVL to ensure the data was not used for any other 
purpose than the help Scheme 
 

                                                
8 For Scotland and Wales, additional manual checking of Welsh language and Gaelic spellings was required as part of the address 
cleansing procedures. 
9 This was not deemed necessary for DWP data as we received from them regular refresh files, including deceased files. 
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Twelve months before a TV region began switching transmitters to digital, data was 
requested for any postcode area or local authority which was either; 
 

• Completely or partially within the TV region, or 
• Completely or partially within the 10 mile buffer of the TV region, or 
• Contained areas which received their strongest signal from a transmitter 

aligned to the region under consideration. 
 
Where an address could receive marginal strength transmissions or stronger from 
more than one transmitter, the address would be allocated the first of those 
transmitters to switch. This was essential as the mailing and contact strategies were 
designed to ensure that each eligible person was contacted in a timely manner and 
made aware of the transmitter’s switching dates. 

 

 

Matching communication with customer characteristics 
 
As we have seen10 a range of marketing literature was developed by the Help 
Scheme to tailor the communication to different groups of people, and critical to this 
was matching the address to the appropriate region and transmitter. It was also 
essential to match, for example, visual impairment information and care home tenure 
with the main bulk of DWP data, as we would need to communicate differently with 
such customers.  
 

Accordingly, sophisticated de-duplication and data 
matching techniques were deployed to avoid 
duplicate records being generated and to ensure that 
the correct mailing collateral (audio CDs – see left) 
was sent to blind or partially sighted individuals, and 
in the case of care homes residents writing to the 
care home and not to the person’s home address. 
The significance of this was not fully appreciated at 
the beginning of the Scheme with the result that in 
the early regions a number of blind people received 
both a standard and accessible options guide. 

                                                
10 See paper on Engaging With Our Customers. 
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Refreshing the data 
Whilst some of these base data sets were static, remaining constant throughout the 
life of the Help Scheme, others were dynamic, changing all the time. For example, 
continual monitoring of changing boundaries and postal geographies was necessary 
to maintain the extremely high levels of accuracy required. The fundamental 
principles of the Help Scheme – “nobody left behind” and “no blank screens” - 
required high levels of address management, data cleansing, process monitoring 
and spatial analysis. 
 
An example of other factors to consider was when the Welsh Assembly requested 
that we only contact residents in Wales about transmitters within the Wales TV 
Region. People in Wales living close to other TV regions would have fallen into 
those regions’ buffer zones and so would potentially be affected before the 
switchover of the Wales region, so we had to adapt the Geographical Information 
System (GIS) to ensure that we complied with this request. 
 
Very soon after the delivery of the first batch of data to the Help Scheme for a region 
we were able to provide our marketing team with an analysis of eligible people to be 
mailed by geographic location (based on the first transmitter to affect them) in order 
that they could plan their mailing volumes and timelines.  It was also possible to 
provide the contact centre with another view of the same data (based on people’s 
most likely transmitter, and whether they currently received a digital transmission), 
in order that they were able to anticipate response levels to the marketing activity.   

 

Data scrambling and retention policy 
In order to comply with data protection legislation and information security a strict 
data retention policy was operated. See Table 2 below.  For example, anyone 
contacted by the Help Scheme who did not respond must have their details removed 
from the CRM system11. Customer records on the specific Oracle-based CRM 
system used could not be completely deleted so key elements of detail were 
scrambled to leave only a very limited and fully anonymous audit trail of activity on 
the system.   
 
Table 2  Data retention policy 
 
Data Policy 
People to whom a service has 
been provided i.e. customers 

Data should be retained for 6 years after the end 
of the eligibility period for their region.  

People who have contacted the 
scheme, but not been serviced 

Data should be retained for 3 months after the end 
of the eligibility period for the whole scheme. 

All other people  Data should be retained for 3 months after the end 
of the eligibility period for their region.  

Call recordings 12 Months after the call 
Paper applications / Opt-outs  2 years after receipt. 
                                                
11 Records couldn’t be scrambled immediately because many eligible people needed to be contacted for more than one TV region or 
transmitter group as they fell into overlapping regions, as described above 
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Information Security 
 
Handling very large volumes of customer data is inherently risky for any 
organisation. Given the vulnerable nature of the customer groups and the high 
visibility of the BBC and the DWP, the level of sensitivity increased significantly – 
hence the zero tolerance policy. Data was protected through data protection 
legislation and additional agreements such as the DWP Memorandum of 
Understanding. This was then reinforced by the end-to-end systems and processes 
in the Scheme being designed to minimise any risk of unauthorised disclosure, 
transfer, modification, or destruction of the data. 

People  
 
It was important that the people who deliver the Scheme activities do not pose a risk 
to customers or the security of the data used to deliver our services. A robust 
employee screening process was therefore developed, checking every person with 
access (or potential access) to the data, systems, secure delivery areas, and most 
importantly access to our customers in their homes. There were four main checks 
carried out prior to authorisation of access for any individual: identity; right to work in 
the UK; three years work history; and Criminal Records Bureau check. 
 
Relevant information security training tailored to access to data or to customers was 
covered at the induction stage and regularly refreshed for employees in all Scheme 
delivery organisations. Each organisation had the responsibility to identify (in line 
with the relevant contractual and legislative requirements) the relevant level of 
training for each role, delivery of the training, any regular refreshment of the 
training, and documentation of the training carried out. 

Physical Security 
 
It was important that Help Scheme work was conducted in a secure area separate 
from other operations, and that people only had the access necessary to complete 
their role.  Help Scheme secure areas were set up by using separate zones on the 
card access systems for each site, which were allocated to an individual’s access 
card based on their authorisation status. The access list was updated as part of the 
transfers and leavers process to ensure that only currently authorised people had 
access to any of the relevant secure areas or systems. 
 
Except where it was unavoidable (e.g. in the field) Help Scheme activities were only 
conducted within secure buildings with a high standard of security (e.g. Access 
control, CCTV, ‘silvered’ windows, manned reception).  The secure data centres 
which housed the servers containing Help Scheme data and systems were classed 
as separate Scheme security zones. IT personnel accessing these areas and 
systems were authorised by the same employee screening and compliance review 
process. 



 
15 

Suppliers and subcontractors 
All of the above requirements extended to our authorised subcontractors systems 
and processes where there was access to data or customers. Prior to the 
introduction of any new processes formal information security sign off was required. 
The security effectiveness of these systems and processes were evaluated by 
regular inspections, contract review meetings, and reporting of service level 
agreements and key performance indicators, together with a robust independent 
audit regime described below. 
 
It was not entirely practical for many of the suppliers to the Scheme to implement all 
the controls in place.  For example WRVS volunteers conducting chaperone visits 
may be home-based, or installation engineers will be carrying data around with them 
on their PDAs. In such circumstances processes were implemented to provide an 
equivalent level of protection to the extent possible. 
 

Systems and processes 
The data from DWP was transported by a secure “named person to named person” 
courier; if the recipient was not present then the data disc had to be returned to 
DWP. The local authority data was generally received via an encrypted email 
attachment with the password telephoned separately through to the recipient. Any 
other data transfers to or from authorised subcontractors were done by secure FTP 
transfer.  
 
The IT systems and PC configurations were designed to prevent any data being 
copied or transferred out of the systems. CSAs’ computers had the copy and paste 
functions and email, USB, and CD access disabled. They also only had limited 
access to the relevant internet sites needed to deliver the service (such as Digital 
UK’s). Any means to transfer data out via these allowed internet sites were 
prohibited by policies on the system. 
 
There were also robust and documented data protection processes in place within 
our contact centres to ensure that only authorised CSAs could access customer 
details in the system. 

 

Incident management 
Incident management was especially important where there was such a complex mix 
of stakeholder organisations involved in the end-to-end Help Scheme process. 
Mechanisms were set up across all stakeholders to enable issues identified in one 
area to be communicated quickly to all relevant people so that they could be dealt 
with in a safe and timely manner, particularly if this might impact data protection, 
customer security, or the reputation of the organisations involved. 
 
A formal issues management system was used - all issues went through a single 
point of contact who recorded and investigated the issue, implementing corrective 
and preventative actions. 
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Audit 
 
To protect the data and our customers a risk-based audit regime was in place to 
cover all aspects of the Help Scheme delivery process. Each stakeholder 
organisation had the responsibility to ensure that the adequacy of their own 
information security systems and processes was checked, by carrying out internal 
audits covering both physical and IT security measures. 
 
CES also had the responsibility to ensure that their subcontractors had adequate 
controls in place starting prior to the first release of data with a pre-audit of their 
systems and processes. Data was only released when the organisation was signed 
off as sufficiently secure to handle the data.  
 
Audits were completed on an annual basis during the delivery phase of the 
relationship, and fell into one of the following three categories: 
 

• Statement of compliance – checking that obligations were contractually 
cascaded, and the suppler confirms their conformity 

• Audit of controls – a more detailed check of how the organisation complies 
with their obligations, typically looking in detail at their business process 
documentation and compliance regime 

• Investigatory Audit – an independent verification of the organisation’s 
controls by inspection of the operational execution, for example checking staff 
for CRB compliance. 

 
When the subcontractor was no longer required for the Scheme, they were subject 
to a data deletion and closedown audit to ensure that no data was retained or that 
any risk was posed to the Scheme. Any adverse findings from these audits, however 
minor, resulted in the preparation of an action plan to correct issues and implement 
preventative actions. 
 
Third party certification processes were in place at CES to confirm that systems 
were operating to an internationally recognised standard. The Help Scheme 
systems were regularly assessed and certified to ISO 27001. All aspects of the 
delivery of the Help Scheme at CES, including information security, were regularly 
audited by DSHS or DCMS personnel, by BBC internal audit, or by independent 
major audit firms. 
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Dealing with errors 
 
The imperative to ensure that everyone who was eligible under the Help Scheme 
was contacted in a timely manner and offered assistance led to the development of 
a series of sophisticated data cleansing and checking processes, resulting in strict 
quality “gates” and reconciliation processes across the business. This involved the 
following: 
 

• Ensuring the data fields, formatting and spelling were correct for both the 
eligible person and any appointee  

• Matching DWP data with care homes and local authority data to ensure that 
all eligible people were contacted once, at the correct address, and in the 
most appropriate manner 

• Change of address, prison, and death registers were matched back to the 
data to ensure an appropriate contact or no contact where required 

• Refresh files were received on a regular basis to compensate for the dynamic 
nature of the data, and ensure that new residents in a TV region were 
contacted before switchover.  

 
Where issues were highlighted the data function had a unique role in any 
investigation to confirm the data at the receipt, processing and loading on to the 
CRM stages. This meant that the source of any data error could quickly be located. 
The data function also provided a feedback loop where errors could be traced back 
to the original cause, and corrective and preventative mechanisms introduced to 
prevent future occurrences.  
 



 
18 

Conclusion 
 
The complexity, importance and visibility of this large scale social programme 
created enormous demands on the data management and information security 
activities. In that light it is worthwhile re-iterating the five key learnings of particularly 
significance and of relevance to others: 
 

• The relationship with data controllers was critical 
• “No blank screens” provided a clear and unambiguous target 
• Zero tolerance set the tone for the whole operation 
• No legacy systems was an advantage, but needed good initial design and 

integration plans;  
• Data management and information security formed an important interlocking 

set of activities. 
 

From a customer perspective diligent data management ensured that we optimised: 
 

• How we engaged with them - by ensuring that all the information we had (for 
example their visual impairment, care home residency, deceased status, etc.) 
was captured, and where necessary, reflected in their communications    

• When we engaged with them - by ensuring that we always made contact in 
advance of every switchover event which could impact upon  the customer 
(unless they asked us not to) 

• How we processed their application - by ensuring that all information 
pertaining to their appointment was correctly cascaded through the supply 
chain. 

• Their security - by ensuring that at all times their personal data was 
processed securely, and in line with their rights. 

 
 
 
 
 
 
 
 
 
 
 
 

 


